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FmOEITV CLAIM 

§ This application elairns the immffr of IMted §mm Provisional Application $m$l 

Ho, 68/2§l v 8iL filed April S, 2001, m# Um&d States mtmt Afpimtim filed April % 
2002, Serial Mo. not y® available. 

BACKGEOiIND 

10 L field 

The field m m ptmmmmsim relates to mmmmgMgm4m< Wm 

proving wwfe fWBM^^ such as over 

rseovos.&a w aerwork ^nj«ae» :U^nneei^a.io tue mienM. 

IS 2. Basigrmmd 

Tm-hnoWgkM ifewlopments such as peer to peer file sharing have r«vototioni2e4 the 
exeharrg e t^tffasmsitm. ever digital va&mtet tmk as the Internet The result has ken a 
vhtual explosldjt^ of eepplght violations » as intellectual ^|^|^>;C^s.Rii««d to i«div|deals 
not licensed to receive ami **se it &m® mfmgki&4 mnimt Mm^^Hm-^-l^m^y M 

20 cmmnt is exposed to piracy, ;^-^y«sis^ : ^^^^:.^^|fet»d' works oaSke is a 
growing, raajor eoneere to the owners of these properties. Current peer-to-peer file sharing 
tpsehiH>l<H y v t*ac s i i tares widesotead eoovAsht irsfrinsefnent rrf vsrifHt* worie* hicf tsdins* souss 
\mb0^ %M movies. At fee *Btite time, ^curiiy maas^ placed Into wi^spr^ad a^s have 
been delved. For mm^%PW smr$0m wm%mM&$* by mid-WBQ, rmMm m m 

25 digital copying dfotntn^m- of imWies -without regard for copyright ,4s a res alt of ifm 
wMmpmM mml^bititf of digital w&rfe ^i dompu^r ^^l^^s, art|f>t$ &r*d eompm §m 
affiliated with them receive no payment lor #stnbatton of copyright works on m. 
unprecedented seale. 

In tmpmtm to the growing copyright Infnngemenl fevBnregafeled peer- 

30 ui-peer fSle sharing, £0pyrigfe owners have sought and ohtsined legal reliof . deluding 

h^ve fertlw -i^uested that network opei^to^ > Inetodmg colleges and umwsitkt> Mock 

1 



5 afSNatecl with them reeeiw t& . f&ysnent im 4mnhmm tif mpynghm&wmks mi m 
mmmm<kmma scale 

In response to the growing copyright mlringement pi-olsleni tie^ io u&teg&Med peer- 
to-peer $U shasing, c^^ sought MM ofefa^4 kgal. stlleC mdo<|mg 

iB|«ci3ve relief* against ;|^eMo4^r f^dlitatot^ such ^Napster. Some cop^rsgh^ 

1 0 have further guested that network apera tors, i nclmMng colleges and nnl vers i iie^, block 
access, to i^er-to-peer sites to pre^t fdrther copyright minngemeEt> At the ^me time, 
however* tfeei:^.MI$t' %$festaiitial j)on4nMogiog us#for)p^Ho-|^r fife ipcli^mg 
^ehange of creative ^orks thai e&M h the public domam (siich as may exist through 
expiration abandonment of eopyrlglits > fdr example) ^#er uses that have beer* e^eslly 

IS permi tied. If aggrieved copyrif hi m^mmprt^ml m their legal battles against peer-^-peer 
facliitatm^, the$- Sdch facilitators fiiay be lor^eci l®-. stdp .;0pe^Mg : ^e^speciK ? e c€ the eoment 
they fsmvide. 

The iBjMBOUM ente^d i3punst l%psiet hi March 2:000 fey ;a federal jtKlie lrj San 
f%anefeeo > Calil^rnia has orctered the company iommove copyrighted sointd wcordlng^ 
20 from Its system, The reeosxfing lndu$iTy ha§ l^ij -giy^p the <f uty • to : fro^liJe .lists cdMaMmg 
the titles, narnes of anism, file nani^Sv and ownership rigfe 

shortly after recemhg -such laeniifieaii^ii, is xcsponsible tor blocking tho^e iBaterials from 
its syitein, Xet eomplia?iee with this name-based nsgime fc&s ahead y pwve^ diS^Mi^ #*ce 
them exists no Ste-nan^ng stand&s^ a^ be easily manipulated milt known 

25 method pre^entl y in use. The Inclusion of metadata (data about daui ? usually e^nstitad ng 
text embedded In at^ a^dlo file or stmaiB to represent informadon such as artist n^im slhirrn 
name, tyaek mxm, etc } lit selected a^dlo works may aid m identifying w^rfei e^eB if f ile 
names a?^? changed. However, metadata only present cm newer worEs, and essentially 
amounts te a more sophishcafcd e^tensibii of M& mmmg technology diat is sMhieet 

30 ad on and hacking. 

2 



wo 920mm $my\mmim$. 

5 A fotenti^l- alternative to flying o?s J%-,iu^ f&? Mentifys fig digital 

waien5wfcis d%ktll^formadqn that Is: embedded imo a file in s&dl a way thai it does not 
affect bi*m<p pe^^iop erf the coritfent but is easily detestable by machines. €>r>e adva&pge 
offered by w^erm^ldilg is. ip easy recognhi oil. Hoover, drawteks of waiermarkmg 

10 tectmqk>gy melode -its mahi Mty to protect the hog e mnmnxM previ0iB% rekased audic* 
;fe0n^|:,,a# its §a^#isfeil! ty td hmkM^, Gnce -a watermark is dlMbfed i>r reidBov^ iwm a 
em&b ve wois. fey a haster, the resulting product 1$ unprotected 

A dtferBM. idesllflc^danJ^chn^iogy known as £OMeM4>ased ideBtiieadon 
(* ■ CBID* % ns| y ing o& the ooateftt of .ct&tgi ve wods § t: t^as^y yet &no$het v &l lern&ti ve to ff le 

1 5 rismmg t^tm&!0gy , For i^i&pie , when applied to m&m mwk&* CBID analyses aeoestk 
qualities. Various GBID techniques n>ay be m chMm^mm tM qualities of sound 
prcoived by. a listed A typical approach is to amfysse the s|?ee£rum of a soimd, such -m by 
pleasuring the loadr^l of each fequeney eomatrted in & : nwltl-Ct^qi^cy soursci 

A more eompae t teeh a<>Iogy in vol ves creation t# a - ^ftegerpii nt^ from a 

20 creative work that is ddM^aet from a data |>erspeeti¥e, yet preserves di$ttBgul$lii?ig 

eharastensbos that may fee u§ecf to posiiii^ly identify a umque $pio Cie< Maw simple 
f mgerprmhmg methods have been developed, ss&fr.'as spectral a^eragi ng, ibr example. In 
using the^a sio^pler methods > however, a suNtantial amount of iisfeiinatlofi about the audio 
work is lost Oreat car^ t^ust M taken iti- ap|>!yi^g a partfeul^r CB1D method for a rmnrihs? 

2§ of reasons: nor o?d v to ©&&u« only accurate ■Meniifieation, 'but sfeo to e&suie that 

. . . ... •■ ....... y .... ... ......... • • 

eompessed versions of &o audio ..file earv he icleniified s &nd to avoiit k^w^ evasion 
techmc|ue^ such a$ addteg a %m0 mgtmM to the begtmdng of m audio Bie. A p#e 
sophisboat&d CBID leehnology wottM .be apprcspri me to address these eom^eras, 

Q.ne simctttra! appl is&b on of a sophBbeated £SID ii ngerprintmg method tor audio 
SO data Is fboad m tLS> Patent Ho> 5^11,223, issued to Bksm et &L the dbdo$iss£ of whlcbia 
hereby ineorporpsd by ?^ffereooe as If Mil y set forth herem. The pat^t provides a system 
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§ for |>erfenntng ana s and eompao&on of a&tikr dMa files based upcm the 

co^mtof the te flies. However, tl.S; ^Mt-fe S,#I8,323 fey itself <loes not aclte^ a 
^o^p^he^sive solution m mguMi&g dlstrshadon #f digital eopynghittd works, Mqreov^ 
O j. F^ies« S$$:8,22&^^ and dees m« addm&s the 

similar but distiBet problems with regulating or^lfee distribution of co^wigh^d works such. 

10 as ms^&m pictmM, still i m&ges t games < s^ftware^ and other -mtsMsu 

E&gardmg mmim? trpgf ormad oa taM*g place m the H^ion industry 
fciB ¥118 Vkko to digital D¥D f c>TMat -te. fed the spread of Illegall y shai^d: espies of 
n»v ies on tips i While % unl^ers^! D YD artery pttOFi system hy the motion 

petere industry Mack the online trade of illegal 0¥D concent, as mentioned pevi^usly^ 

1 § deorj^dots »8wat£ Jueh as ;E>e-CXmterit Scr^Miiig SysteiB (DeCSS) If rsadily availsfek 
o^Iim Moreover. i^hnol^gies sueh as DivX allews users to take fec>tfed inovie and 
copy il imiaa onto a CD-ROM for home « through ^ connection. 
: The Mdtio^ Fte&re. has mo ved aggms^vely to stcsp the 

fllieiftJMle of monies o$Itds :: > Tip- MPAAhmmmd online sites ^ftd #af im^ms iliat - offer-' 

20 pirated $i&v£es« m- weft m. of feiiag shared;: tnwie fife tmder the r^cenily adopted 
Digits! MBteomom €o|>yiiglit Act, 

W lih- regard'.to' images* photo- ^oi^HHmiiiw: ase ' cpfeJd y beeondug a favorite mw tool 
of otdme user^ as soeft&omm^ and shim? their photos cmlne. 

with other s^feserihers. The explosive growth ..iff digital eaTnem o^ has greatly ekp&^ddd the 

25 populad ty olHheM photB ooromiMiti m, Whi le many ste promote their $ stillness in 

sharing Online, some estimates provide: that, in 

t^ality, hill of all Images posted on these sites are eopy nght-proi^ted images* Md w heis*g 
posted:, printed: and shared i lleg&lly i 

M mtt^^^p^^'^^- il Is- §h&iit>g^ mm m 

38 eKehangmg infdmMoii over digital neiworks , i!a!drt^naiely , : thiB technology also permits 
i&telfemal property dghts to be inMBgedon a widespread scale, Without a c^mpmhett&i ve 
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5 pT0ieciion &yMen} In pl®sz§ t<> prevent Farther pfr l^gem^tstof ttitelkctual property rights^ if 
mtssli ecio al p opertv owte prevail itt their onf^i^g legal battles against p^r-t0-pecr 
prp vldcrs ^ then the benefits of peer-to-peer le shad ng may be lost to everyone. M light of 
al l of ike cmsi^Wi&®&& dimmed &hm% it w&uid fee desmfefe to pro vide a pliable and; 
$ec^ ^vslem for enabling Intdlectual pTopeity owners to : d|?|6rSbsiic digital iBaied&!§ while 

10 preventing i&fnisjpm^t of; kmi tmm&l pmpmy rights, PmimmMf , mch a spiem would- 

l^rmft /m^tecimi jj^jpef^ owners M chmm ^&t^ should 
fee tilftwlBcted^ is^eted* or dis#&wei: entirtly. 

BRIEFBBSOT 

1 § MCI < 1 k a hi gh-kvel $c HeixMic of a copyright protection sy mmn according to ;a first 

emfeo<lmiem., 

;PI€h 2 Is ^&&mf^ system the report 

Including §everal data fields useful to record a transmission transaction, 

FIG 3J& component architecture schematic lor a portion of & copyright preset ion 
20 system <fested to morn ton ng a rnult^^ession digital signal 

FIG 4 Is a schematic of a copyright protection ^^emim^M 
details for conteM type recogj^doo md MmiiftcMiiti. In accordance with & second 

FIG, 5 is a thematic of a copyright protection feysiem according to a third. 
25 cmtedteenL 

FIC?. 6 is a process How diagram for a hiemrchicaf method useful wife ii copyright 
pot^cdon system to assess whether a digital file ^ornate 

F!G> 7 is a process How diagram for obtaining and entering h^foimatlon iiselol to a 
copyright prelection system into a database; 
30 M©> 8 ]$ a schematic of a copyright projection system having a <iistnl>oted 

architects &r.:?^0.aHpii.iig multiple watciied networks. 

5 



6 FIG. Pis k pmmm flow: diagram for a method of eonduoh a business ^rttetpiM: 

through the pmvfelan of copyright pmtection services $f aim^^ighti^ot^clioB system, 

FKL 10 is a gfen^Uz^l data flb#diagT^m..fdr use wkh-a STOhastfe Au$m Matching 

HICJ. II. is a process flow diagram lor extracting feature vectors coi^|)n$ing Mel 
10 fecmeuey Cepsiral Coeff 

FI0s 1 2a is a first portion of m anmxalsd ^u£^ 
from a digiMi audio woslt according to a Stoeteifc Audio Matching 

FIG. 12| is a seedfid portion of iM -mtfoMM mq^mm4m$mm. of Flli 12a. 

H£f< ISa is a graph plodmg frequoacy versus time for a fmi mmk&l pfeee performed 

E|G, 13b is a graph olotti^g fequency versas .t|me. : f^r a seco»'4 musical piece 
l^erlbm^d fey ^ j^ond artist, 

PICK 14 i$ .an annotated setpence diagram for goneratfeg. a i^det frost* & digital 
audio work ^cording to a Stoo^asic Audio Ma^lung Mechanism, 
20 MO, 15 is an -mm^i^i. mqiimmi^W^m^ foridentlfymg a digital aodlo work 

according to a $u;>chasoe Audio Matching Mech&msm 

FIGS, 16^2 1 i ii^st^t^ ^Kamples of s^r^e^shptg ihat may be viewed by so intfeaded 
^sipfcm: of u^^udiori^d oonten r in th e mntexi of a peer-to-peer f lle-s has^ng network, 

Ei:0< 1 geuemlly illustrates a copyiigh! protection sptem ("GPS^) 100 acoordmg to a 
first embodiment for momtonng a miwork segment 102 boating at least pm packet-based 
digital ^ig^ai in accordar^e with one aspeet of the GPS tQ€?\ 1b other aspects of fee GPS 
1CM3 : the monkori ng pomt for a data Iran taction may be M pmxM other t hart a oet w ark 
30 segment of a ^ommu nicatiO?L For ex ample * te mmmm ng point of the CPS may he a server 
a tOTWty web^te that monitors the uploads of aisdio, image, video or other digital 
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cpmeni Tt*e ; sairn corno^umty ^ehsite pmy altemali^eljf mooter fojm}fmfi&j$ s^$h.4$i$, 
AtefBMivel j^ tlte : nk>MtcmBg -point may be. a .pes* or c lient computer i n a pefeMf>pe^r fife 
shmng network. In ;y«t "another embodiment, the CPS 100 msty &&h$^m^<$t Ihlmd with 
a ksMck mgim mch m B&dte# or If f<^^k#> humiiors «a&h.- requests and performs 
w# more c# tbs ac.tkms .0f monitoring* ^cording or blocking based 00 the mature of ite 
t^uesWnd' the likelihood tte it ioV^iy^s ii^sMtiig : cog^rl^t .pr^tec^ei rtsalmaL. The 
network segm^t IQ2 Is routed through a network afpliapce 104 sfe&i mo:dior$ digfM sigmds 

% ite MgmentHS. Mile FIG, 1 ssigg^its that the network applla 
fe-stmam coTnmunlealion^ from the net work segment -102* otl^r erobodimeMs dte 
network appliance 104 may altemailvely receive ftitrrored. data from a network. For an m> 
Mrmm 4mUgiimtim -m^ M 3$::Suggg$t&d by BIG. \> each network ap|>haoee 104 would 
iy^i<Mly 0QmmmnmM€ with the mm^tks%xtmn. 1CI2 through a router fpot shown) having 
conie^ $yofe;.M.^ available from companies syeh 

as Cisco Sy^ems or Alteon WebSystems Cprr^^et mformMiOB available at 
lBi8;^^:^^i^^:^e|Ti and hun;//w>y^^ respectively}. Preferably, 

assy digital signals borr^e by the network segment IQ2 

frames 1 of ss^ple clam on each ocea&wu As noted m US, Patent 5 J 11,223, v&ooiss window 
periods may be used for each frame^ bu t each frame advantageously contains several 
mlllbeccj^ds of data. A sanipied frame In pro^idecl to a eonte^t reeo|Tii^er I If, prefeably 
pari o! fee ^^« appliance 164 that mcogpi^es defined cante^t types. Exemplary cotvieM 
types include <mp3 y *avi v <og| ; , but searching and recognition of pr^tieally any 
feeog^l^afole file tyjse beaiing aadio, video, or image data, or digital text, or softw&re, may 
b& addiissi^^ 116. 

. T^it>gi?tti#ri of the appmpriate file type r s sampled IVame i$ iheri provided to a 
media m&tysls system 124 The purpose of the media analysis, system 1.26 is to assess the 
comettt of & digi&l file, ^hife content may be detormi^d aeeordfeg to differ methods* 
one desirable mgth$<$ k m use digital co?*LgM-ba$£d fege^tintbg if sufficient processing 
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tfeawtrcea are available, ftefea%, a fingerprint is generated for tl^ fr^me by ifee medk 
■snalysaa system 126 to mi ."m vSmMymg ^mmm^M^fmnm, A |«r4d fmgerpim 
may the** fee compared with m mc&im of fmgfitprmu for mgistere<l eopyrigbfed works, 
^gI»^d^o0rigiiM<i works** as used hatpin leffer^ to digital works ?e§to 
CPS provider or servke pm^sder. The e&iste&ee of a fingesprint archive suggests that* in & 
prmrnrm imM^mmi, copyrighted works ^mM be registered with the ptwiete of the CPS 
IQQ, and mferesee fmferpriMs shoald ger>emted from registered coe^I^ works, 
betbre seeking to detect the tramin&m^ of parifeular worte in a Betwc?rk segment ME. If 
tie ooi^paTigoa Imtweea the fir?fe?frim of fiie ImiBe and m imM%m^Mn$m^nntyM4B a 
Match, thus slgmfyi^ &mm<mmd copyrighted wc?rk along the network 

segment 10:2, then traBSmissso?! iiilbrmadon Is recorded m wcm^t tzmmmmm mmrdmg 
cfcvice 110 

ili &^ i te tnPl®* 2 r %mm^% dm fields idemlfymg 

a thin^li^loi? trgnsaction ms>< be recorded, including, for example, aayonte or mors of the 
following: 

a) Source IF Mtes; the fato (IP) address from which the 

Tecogni^ed cgmt&tf was transmitted; 
fe> De&rmMtori IF Atfdtepr the W U$mm to which the ^eognized content wss 

^^smltted; 

e) Date Ti^smitted: ihs-d^ was srsnsmstted; 

d) Time Trammtoed: the time the reeognl msI media was tr^mitled; 
€) Con tent / Media Name: The name or title of tie sc^lerit- windier audio s 

vkieo, still image , m otter ty pe; 
fl Ariist Nrnipi The n&nte of the artist 0hm tppmpti&ie} if the work is a 

copyrighted work gbesdy ^gistered with the CPS provide^ 
g) Albbm N« The mtm of as album (if Bppt>pkte} a^octated with a 

registered eopyriglited audio) work; 

8 
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§ ft) J^ecori -Label ; The name af -aft album (if appropriate! associated wilts a 

revered copyrighted Ce.i-> audio) work: 
i) V&dous Meta-Data: Distributor name, producer name, stodio n^mev e^> 

$a&!> as may t>e found attached t$ a Jd3 m M&SiMs m fag. as^qclatM, with tfee 

1 0 |) I JnMithMsed Count; The number of t^ui^ ^gam?ed ^ 

various vvm $&sh as by day, week tnontb* location, IF address, 
t) BecStfcted Coupt The b amber of redirected atlemp^l dowrfemfe org^d&ed 

its vsn&sis- ways, such as by day, week } incsith^toe^ion, IP &d<£re&& s ate. 
R^&rrmg Mck toFfG, t, ¥ano#&o^^ 1 00 may be <^sioisai!y 

IS locked .mm®$$y: m one anotber and con^ecied by a network eormecti or* IC17> For example, 
cen^kvvompnerns &t*eh as ite ?iMwc^;%pfi^^. H)4 m& a content reeog mser I 1 6 may foe 
located at a fes rTH>n?ta^d. titiwark. data center 12! , white the remaining components 1 
146 may be lecat# wititm a #parate admiius^attv^ netwwk data een^r J23> HO. 3 
il!a^Ta».;^ p^&rred ernbodimern of a competent aKr-hlt^ciai^vfer a jK>rdcm 280 of a CPS 

20 - ! 0% seeb as the CPS I DO depleted m FIG . i > the ij t;mtrm^ 0tiim MO bmng m%$ui for 
iBoniiiorlng m mdd^^pon siptal soob as may be transmitted: along a high bandwidth 
network segment. A high bandwidth netwc^k €0nnecdon 262, inferably anticipated m 
operate at a eoavenient, eomme^ially available S|>eed, preferably grea^r than 28 fcfeps, 
eemmunkates ^t least one packet-based digital signal m & 8m statefiil) se&$s en-binding load 

26 balancer 264 thai separates the greater n &t wo rk sti^am iMo iiidi v idua! TGF or HOP sessions 
and binds ftose sessions 10 a speaftc processing lmti<£,g> s 2.68, 2&9, w 27C!) in ibe next 
layer, Cenne#0n§ 2§d ? 266, 267 commMTdeaie individual network $e$s|ons' to conlCTt^Ype 
recognition and iieMlficmtien sarvens 26S> 269< 27(1* es&o h&vbig at least t>ne pressor. 
Bach ^rver 268s 27CK which preiW^b!y : mdludes 1 :at I.eMt one i^t^essor, e^s&t&s 

30 conteru- type ^cognition and eontent identification services Witbin tbe servers 2iS, 26§> 
2?6 > tbe r^w CP data packets ai^ ^ the packets are analysed fbr 



8 ptewens& -of mm$m typm v m. contain copyriighrf €om£nt osing $ coitteBt type 

r^eogotion semce, and tfe ■:is^m-^n^t is identified using a content idsr^&er #rfe 

Thimgh B0t : ^hcwn k FSS, the servers "26$, 269, 270 pmfeM>Iy toe. further 
c^cmTieoil0i?s. C^en^o^ or fooa!) to a stored data t^pository m fmMitm mnimi mmpmmort 
with known identifiers f^r copyright From the 

IS s&tvars 268, 269, packets may be eommtmicMsd to a second stale&l! sessio^-feinding 
load tMa&eer 274 that reassemfeies the various separated packets into a single network 
stream 27S, 0se ■■■pi & mmm& load h&fancer 214 to t^assemble iiw separated pseketa into a 
single network stream £75 Is generally OBly ^cessary if ih& portion 2S0 of the "-OPS 100 
depicted lis FIQ. S is etMigup54 to ^mie in^trem^, In m&Uhmm* tte high bandwidth 

1 5 network com>ee&m 262 wo&td i>-pi:<r.ali>^fe^,: : priwkli>d. to the load hakincer 264 hy way of a 
?x>uter (not ^howTi)- Aitemati veiy, if tfe CPS portion depicted m FIG, 3 fis^^fes mirrored 
neiwork dMa, tbep the second load balancer 274 um^mm%.* m tk&m would fcew 

need so reassemble separated packets into n '^n^Wv0^p^ ^tm&m 275 as the data ii 
genemOy already sins&med to its intended desdnatlon. Although not shown* adiii tiona] 

20 rs4amte& WSnW^ 264, 274, server? 269, 270, an^A^ 2$% 
271 y 272; 273 may fee pmvided ^ ks ease one or more 

primary deviees g&ould ftiSl. 

p, 4 deplete e -i^fer^d emfepdi r^sst of & detailed implem^ntaikm #f ;ivCP$ ' IIP 
2Ct|, omittmg (for the sake of sumplteky } load :'-l^b^u$:(fevi^s sech as ar^ shown in .FES* 3 

28 to f o&p on a sin gle sessiotL An meoiTiisig network data stream 202 carrying at least one 
packctAasod digital signal* preferahiy separated by session, is provided to a networlc 
appliance W4-. The network a ppHao&e 204 amy M ehar^cianzed as a server, and the various 
opemtioaal Mocks eontained withifi the applknee 2CM ?nay be characteri^rl i each 
amenable to at ISsaStg^ The h#w<>r^. appliance 2£4 

30 inc lades at least obs proeeasor that* in eonj u^edon with memory, operates software cod& for 
p&Hbmnng v^aiioiis opemjons m the digital signal The processor may ermiprise any type 
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of epm|k^er } .and pmcmmng eharacieristks &g^n&m% m<>t\ pmmming ru\memm$& fee 
iwtemh^g fee vasious tasks dfecus^d herein, it may emprise, eg,, a computer, suelh as & 
warMtadoa io&f&dmg the type ma^yfaciy^ed: by Si% Mki^y mam f^me.e.ompiM^ 
orrpen^n&I eompoter such M $M type, maoufact&red by IBM^ of Applet 

The ferrn ^proees^or/* as used he^in, refers to a wide variety of : ^i>mpaiMlOTal. 
clmees or teciuding, for example, osing muMpie p^e&^rS ^al;pei1^rpi : difft^iit 
processing tasks or have the $a?w tmkM 4i&inbni$& between pTO^ssars. The? pRKCssar^}. 
m&f'fef geaer&l imrpc^e CFCIs. 0r 4pecMi purpose processor such as a^ ofi&B cori veniion^Ily 
used ia di pia! si gli al pressing sy^lems . Furtlmr, mul ti ple proe$sM>ss may be |m|3 temented 
in a servet -elkm or Mher network crmflgomlom as a pipeline array of process^, etc, 
Somfe or all of#^ s^o^ hard^wimd cim^ltTy saeh as 

an tg^l kmtkM^j>edic m m^mmd dmm i i ASIC*), a fMd ^o^mrniM gate sirray A) or 
other I ogle device , In c osy wmti m with the term "pressor ' cihe l^rm ^memory ' s refers to 
a^y morag^ rnsdiuTB lhat Is as&eMbfeto. a processor that iraseis the memory storage nee<fe 
tor a iy^m or swtem oomposeot f or perfermi&g die feTTCtioos di^op'b^cl : heplB , 
teffembly, ihe raemofy fcffer Is random access memory (E AM) tte is dii^ctiy accessed by 
the processor for ease id Manipuladng a^d proc^ssmg plecled ponlons of data, Preferably, 
the memory store comprises a hard disk or other t>on- volatile merswy device or coroponeot. 

The Bssw^rk appliance 204 may be iiBtalied either io series with or meeiviftg 
nurrored data trotn a high bsndwidtl) artwork sep^o^r FreleMb!y, a pa^Met mpot receiver 
206 accepts the iapot of a network data stream 2 02. Associated with She paefeel input 
fpmh^r W4 is a TCF stream buffedng / <i£^mblf semoe W$ i&al Identifies the pacfeei type 
of the i^por signal , and if ths type; is also pmvi&s ^to^ge fe^ffentig -m- needed and 
a»B*bfe$ the syTjcBrooteed pgeket stream. Thereafter, a data exin^tio^ service 2 10 extracts 
the <tasa fkmr syrxsbimdm&tmm^ pmkm* and then a data buflenBg semse 212 
astsmbles and buffers the data from ifm mcmiug packets. 
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fallowing : data assembly and buffenng, ^ e^n^at lookup service 21.4 commtekat^s 
part or tl! $fth$ data 10 a q^ieht iyj&e .^bgni^Br : service 2M, Ahy ^mtmn not 
cmmmmkmM \mh ih^ cmtmx xyp^ reeogmser service 316 may be communicated instead to 
a packet output ^erviee or transmitter 250, Tim cmmm i^pB mm^mm 21 # s^fe&bl^ has 
multiple coasted recognizers 21 220, 222 ? 224, 225 m recopi&e file types of interest 
including, tor example, .snp3, ,mi, ,mf, ogg, and other i^s, ^spectively. 

fallowing c^sw type i^cogBUion, packets are ferwarded to s remote or local 
^« idenlife -service 226 pmferafely toing maltlpla apoci^ 221, 230, 232, 

234 v and 23J to identify cwteM horns by Hie ty|>e$ afimesfess mdyrfrtg, fm^$npU±Mp% 
Mv'h <>gg> arrd otf^ ttie^ 226 is 

linked to a rmpxpom. i^nemor service M0> While the ftegerprto g ^srator service 240 m 
Olusfeied as a distmet service f mm the content identifier 226, ..the two ^ervfces ppdqnaily 
may adv^tageously be combmed. Wi&in the : fiHgearpi«i generator 240, a coM^t-teM 
firig&rpanl comprising idendfymg featu^s m% M getiera^d f% a frMne of 4m f and tfei 
forwarded M i : conten t comparator 242 . It may not M mmmiw? : to utilise a fingerprint 
generator 240 forldeiuifyMg^^ files borne by the networle d&ta stream 202, as will 

fee diseased teeirs&f im Grnmqmrn}y y the cement identiier 22§ ps^feBbiy incloses a 
separate link £0 the content eampamtor 242 thm w md^pcmdmi from the fingerprint 
generator 24CK 

The eome?*teorn^ of 
content idenlif|^.|>?^l%r^I^^ : ^ a high-speeci network eotmeedoo. The dmhase 244 
pmfesSly rododes database software such as is coHTOer^iany available fern Or^e!# 
Gorpomison operating on one or mong high -speed eompui^rs wlii e^pan^able Mg^pee^ 
storage capability. The ctat^Mse 244 contains stomd »^ 

Including Sngerpri^ts, for copyrighted work** regisiered . ^ith & CPS provider such as 
ipArchi y#l For example, when a copyrighted song is registered with or fey a CfS provider, 
the CPS .prqvicier wdiifd gyrate entries in tfee datafe.^,244. to $m$t m Mmitfymg the se^g, 
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ffgfm&Ms* mclu&mgM least one fingei^riBi fro;^. |-be : ^ani.^ coB.$eM according to a CBIB 
melted, such as fee w^^^»km^h CJ.Sv^m^wtH^. 5 S § i§*223 issued io Blum at si. 
The CPS provider prefferably i^dcxes idemlfiers indfedrng llpgesp^is to mgis^nsd works m 
the database 244, Fmg^rprints m®f he generated widracooscnt idei^lfier 226 with 
SBgei^Mg^e^ter 240, or with & media analysis systcxxi 326 : : %mh m fmmdpdm HO, S> 
Illuming: co the content ^om^rator 242, & &nctk>t3i is to compare a conteiii 

from : the kc^mipg data stm&ro 202 and query the database 244 for stored Identifiers fer 
rep^iei:ed e^pydghted works, and then determine whether the inc^mmg d^ix stream 202 
W$$^:y$&-&$ mM^M mmmt Wnxmk&k imm$> ihm frnk^mkms mm? be 
n&cosmry bassd mi busk^^ coritem of, the stream 

202. MfermM^ a^d/ar paMwmds to 

receive tsgim^d copydgMed eo&teTti be stored with the debase 244, or, more 
preferably, $p separate dMa&ase (not shown) eommy^icadng with the content comparator 
242, The y^tfadd^s/password infenn&don may be queried by tie eorjient comparator 242 
to detent no whether the data item 202 is authored, 

A con&nt t;rao$m^sion stp^er 245 Is preferably provided to record trwsrnis^on 
Htfo.m>*Hton for copyright enitoiteroen^ jn^o^ keeping, or oihar psrposos- lolbrmadorr such 
as is listed above m commotion with PIG. 2 tmy M mmM* and reports suck M the 
exeirspla^ repoit provi ded m HP, 2 may foe gewrated. If the data stream 292 k not 
authorised, diet? one or more action trsay be tafo&n a^cordittg: m p-e-dafii^d busmen mlaL 
Acdoaa that might be mken according pre-e^fined tefsmss mfes, either s€p^raie% or ooe 
or more ls* e;or$3M^ smdfer blocking :a 

transim^sim, sending a generalized message to tile address 
involved wift the' unauthorised iraimactlon, and sending atrsessap tnfeimmg & --tecipiisnt- 
address of (or nsdn^dng a recipient address to) a conm^rclaisjsi^ whom the desired 
copy ngn ted worfe may fee piiithased, 
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§ To feoih taif ■ messaging, a message gerier&ior 246 in : eoiBiBumteBl:km with a pac fcet 

output or imsismifer 250 is preferably psxwfiedL fefe^ 

iransimitted by way of &n Ijispnr n^4|irtg psx^d :> . s&eh as f be instant messenger 
assc^lst&d with software- 4ht ri by ted by iMjpfe.gm or &QL% -An aSmmmmxnfmm 
for tmmmMng a message to a user is to send a message to a ctiml application psl iifse 
1 0 computer desktop of a »r : imen<ted to tmm m i b&. mntm% thm ^nmi ^ 

k^0^cpmm^M^Mm c^^lily>. Tt^e CIS may an M&iMble climt nggWMi&k, and 
fh^-ft&nd the message: accordingly. For example^ the system may: detect Intent 
Expto^r 5 ' the $Mf 'i ds^sop. $0 ^md mMfMi^ message to the u^er via the tsser^ 
1 Memet Esplomr* 1 , 

1 § A transmitted message preferably pro vicfe instr^y ons. or, mom prefeni b|y \ & link to 

a cmBM^i al site, for purctoirtg a license to the copy righted work. In one embodiment, the 
meipie&t of the message is provided the option of c ontest ing the Sloe kit>g of the 0 on ten i , If 
iM meipteM chooses to contest the block, a i^turo ?T)ess^ge ia s&itt to: the CPS !0Q t which 
ihen may immediacy eommeoce tt^n$xni ssion of the digital data to the recipient, 

20 Alternatively, the OPS i 90 may forward the contested, data stream for additional 

identification processing or to an administrator of the CPS for .review. In one preferred 
emfeodliMm., the recipient is provided a S05all sample of tooth the traoamittedeoni0nt the 
content 10 which it matehed |o esi&hlc tM m^0ni m tiiakfe &p ev&M&tsoo. of whether to 
contest the bkwk>. For example, if the content is an .image,, thiiml^alls of the image aisd the 

25 matched image may fee presented to the meipiie^t side fey side on the Teeipient- s browser; 

H0S, 16-01 illustrate examples of ^ereenshots that may he viewed fey m inlendecl 
recipient of nnanihomed content in the eo&te&t of a pee r- to-peer file-ah&dng network 
FICM, 1*6 and I ? depict examples of se»enshots as may foe viewed; fey a user using a peer-to- 
peer file slmring client application |^ 16 for Napier aorl HQ, I? for $Me$h}. The 

30 semenshots depict a list of songs thm the intended recipient may choose to teeel m In HG> 
IB, a file sha^ng elknt application (e«g;^ for M^t^.i^^^ a window that depicts 

14 



WO 



the sta^ Of a 8fe transfer. When the CPS intercedes in the tramfer, intended j^lptet 
may view a ^IxanSfer error! " messsg^ s>n iM ellem apfiscattort lp one emfoodtoenix ttiis 
may the complete aod only message that Is c^munkMea b the .dPl/to theimeoded 
recipienL The mtea#4 ^ipieBt may not even be awar^ that tlie .mnimi fm hem 
&fBmMtwfy Mmmd^m the r&essage may appear to mdicaie a ci>mfilameatkiii proM&rsi or 
fault Slmilmly, Jo '"HG ; 19, the tnessage received & *Timecl otitl " whtckroay or may *kft 
indicate to the co&^^^ reason fer trie Waited imTisrrii ^sio^ of me 

ecmteBt The specific action talced may depend; m hmm&m mlm associated with the eo^teiii 
The teipe&s rok may be constroad to only mpjtl on tfite iTaBssHissto a^d tafee bo action to 
interfere with the tomstsh sslo* l 

FIGS, 20 and 2 1 dgpieis eomples .of ^i^eashoo* of windows thM* in one diem&ive 
embodiment may he permed to an intended recipient of Otiaoihon The 
windows preferifcl y provide options to the viewer for ofetaitrmg tle d^ii^d cont&at fem 
other source^ which are authorised to distribute the desired contet, although typically for a 
fee. 

B Jocfci =ag". or ImeMsptmg m m authorised tm^mi^k>n. msy also he performed hy 
way of the message generator 24#< such &'TCF/IF This weli-koowTi 

t^cht^e is & Sorm of IP spoofiBf m which the message geaei^tor 24€> afematelv gives the 
appearance t$M-M n tr^ismittiBg dfe¥iee . arid; the shelving; dtevjee as&ocrated wsdi a 
transactioa, aod tlica forges packed desip^ed to termitiaie a TCP stream, AeeoriiBg to this 
bloclcing method, m m^kmmd md \xmmhmm4 imm&imii M^m m:m^mttn^ fee 
pre^ealed tern i^eeiylrig Ml trmrnmrnion of a specific T^glstot-ed oo|>yri|h^ed work. The 
forged packets are i?idependent of My assembled eooteM-feam may also be 

provided from the packet ot%at service or tmmodtter 250 to a coortiii^d network trafe 

As n oicd previ oii$ly f a cmtm m& network Mre&m 260 suggests that tfee ?>et work 
appliance 204 1^ installed m-stem a!or?g a network segment, However, the appliance 204 
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•may also fee configured to- repeive mim^md Tsetraork data, which easg-th* 1 B.eed. to continue 
tiaiisHfek>^ of reassembled pmk&§thtmgh the packet output service or tra^sBii tter 256 to 
a eoatinoed network Mream 260 ib^ be reduced ;^v3$s&d« HQ, S a schematic 
^p^^Mallo?s of an alternati ve copyright protscifcm system 300, && incooisi% network 
strcim 302 coaneeiedto the l^^metBOi k routed to a rn^dia s^cogrntiots -systems 316 
pm\ s M®& M & litwil %mlc ; lipoint. He media teeogiddon system 316 ineludes ^1 input 
reeeivet (rsol shown } for receiving ai ir^^mlog network MJ^am 302, If #s media 
nsoognidon system 3 IS Is placed m^fi^am to capture all network communications then 
output .tr^ns^tt^ shown:) fdrtnm^mittlng the £ontmued ^eiwork siresm 303 en rrpte to 
a watched net work 3QS Is p^ferably provided. The media tocognition system 316 may also 
be eordtgo^d to receive a mirrored ^eiwork duta strewn accosting to conventional 
techniques. An Iwtmm appr&isch requires additional, often mpensive smiting hardware 
(not #ownk and may have a potend al drawback of in troducing latency into the monitored 
network str e&m> A oo^ntial teeOt of m. in- stream approach is that it may facilitate 
feloeldog of at? entire imasmisslo^ feelbm any portioo of it is transmittM to the watched 
netwoA. The latc^ app^>ach s implemented mmg mirro^^ data, is pr&f e*TCd If it 

can he imi^emeatecl at Mffictent speed to ?eoder It effective at identify ing and taking mtmp : 
agaipai unauthoti^ed transactions before siich £^$g&$$0&$ are '^omplMed<- 

Frefeafely, multiple networks tr*ay be momiored fey the eopyrigfit protection sysi&m 
300 m&i. addi ddnaliriedia recognition systems 316 (such as embodied in fe mutdpfe 
neworfe appliancos 8§2, 604, 60S, SIM shown in FIG . 8) each monltcning a segmeiit of a 
different network bat emtimunicahng with common .ap#yps ^vstems and/ar a common 
ttan^acd on - inquest feroker. Bach medi a recogai lion system 31 d ad^niageo^ a 
network 385 lor traffic in digital files j>ueh as, for example, \ f Mm> miMm. kxmm files mid 
other digital con tent, 

if a. file type of infest is detected by the me^^ then amy 

portion of the signal he&dog such a fife may he provided .to the content analysis s^$tenl 326 
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to -ypeifmm mtiimt i<kmiEzmkm< Tmm separate medi^ analysts subsystems 328 > 330* 332 
are fH^ided for analysing Images, audio* m& video or otter niecli^ (m^?^ding;.^ftw^) 
*gs$e&s veiy . Im&ge i d^tiligeaii^ may be f^ptated- by use of the BibO Exacta-I^M^ h 
^to, developed fey &nd vonwsei^ially available fom EreOv Audio identification w be 
|^tf6m>64 fey ^p^licati^fi 6! the methods disclosed in IJ,S, fatfe? No, 5,9i8 ? 223jMuedtd 
Bli$0i ol si or mile -m&fch'ety wi th the StCK^hastio Audio Mi&fce&i^g <S>^KIM) 
diseased below, ¥lte be laapl#fed l>y applying erne or !Mh ot the 

: ^bove-m^t|on^cl CB IF) medtods to the audio poitlon dt the file* if asw> Other digital 
works, such as digital text or software, may be Ideniiied by any number of iBfetliods as am 

The media -analysis system 326 preferably includes a capability of gei^erattog CS1D 
f mgemntits lor digital media, whether s^eh srtedia is ol^tal.necl: ftom m i ncommg mtwmk 
mmmn 302 fey w&y of the ?r^eha reeogtidon system 31 6 r or obtained from i tw media 
storage servfde 3^0 > FrelfemWy > the media analyst sys^m 326. al$0: : in^iiides;. storage 
e&pafeUity to store combat identiim^ or fimgefpniiitt for mps^m! ..eopyi%feted works, s&oft 
as may & stored in kmi forwarded by the raw media stooge -iervifte 340 The media storage 
service 340 preferably eoet&liit a.raw medb St&rsge arehive or ;dalaf>^e . 33S and a raw 
media storage system manager 339 for sr^rsiigiftg trai^acdo^s with the archive or database 

Retoming to the media analy sis sy$t£*n 32S, li fenter fecll^n of the sysseip 326 is to 
eompare ldemifiers> preferably indto#Rg fmgerpririts, ex^raeted ham ihwietwwfc -msm* 
302 and from registesM copyrighted works (such as are stored the oiech& storage serv&e 
340) to determine whether the network stream 302 eopiarns any reglsteted copyrighted 
coMerit If the B^ia analysis system 326 finds a match id making this eompari son, then : ii 
may f hCd^tatlbh rreg^^rig. *fe to a iransaetton database service 344. 

WltMtt d>e o^maebon database service 344, a d&tafease 345 stores all media received 
by the med?a analysis system 326. The database 34S is preferably refetioiial tp faaKt^te: 
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recordmg and management servfce 3*3 is provided to manage pw fe the database service 
344 and also to n&n&gg data recoA P^fomblv, a iata ennchm^nt 

service 34? m eq^mumeMto^ vySjVifce database service 344 i&ps^ 

auto^k or mm) -additbn of bfommitfen potentially aseftHo ihp €£S (mM m mcmmng 
to the method provided in FKi 1% 

A xnmmciim re§pHi^ with d>e database service 

344, is p:retfemh!y provided ^ d$Mm : md mmxm qmmm lor generating reports indi&feg, 
for example, the tmn^Jlo^ mfe^ation provided m FIG, 2> Mwafely, traasaeiidii ttpsits 
may be sold % the CPS p^icte to ownets of copy rigged works to e£mm*mieate 
iBfemmim$ useful Cor maxMid^ &>m tl>e copyrighted works. 

.Ait-Urgefcl or ^chedded ^port.f^^^t^g; ^rvspe.34f . Is pmfemMy pmvlded and in 

wiih the t?^Baactiorrmp>nte S48io coordinate getw&tiht* of urgent 

or scheduled i^pona; Ersf^&ly , reports may he deliv#ed by way of emml or ^sote 
active, preferably el^tropk,. delivery system to. a client 3S2< 

Ths fra taction reporting service 348 is prsf emMy in conoeetiq^ with a CPS 
.fp*^*0»- ^iie^- ^fer :^vi^ 3 SO that coardiBa^s a^d manager vamos composeMs of 
the CPS 300. l^he femlcer service 350 rsay be used to handle requests from the tmr^aeios* 
reportmg service coo^ nale and/or manage op^^ 324 
h&adle requests o# the iraBsacdor* r&eordmg sendee ^44, .coOrdin|t& operarlom and data 
tUsm mmmmmS with the media siomge service 340. MIy handle -lequesB by md 1mm 
the client 332, The clkM 352 prefci-ahJy includes a web application ip terfaee pro vidsng 
aeee^ to m tellcetpa! property Dw^em/mportfeg subscribers, m&ml^- community at large, 

leferenee has teea made in the f omgolng discissions to idet«if>mg the p^aemee of 
a eopyrighted work m a iftgMal signal by way of ca^fept-hased Inp^pnms. Such a 
methodology (as was deserihed, for e^mple. In commotion with HG, 1} provides hut m& 
way of perforr^mg coat^ot ideiufficaoon. Whileihernet^ 
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5 FIG, 1 is highly mturate, it may not be optimal, 10 apply such & rnetliod to Ml digital Pes 
borne by a 0etwark s^gmam due to the .generally :f^^or4i3tm^ive mium *># fm^^mm- 
gtmmkm. m& mmpmmxi. If a copyright prmeetio?^ method is: applied in^tmaiti to 
fetereepl ^etworlc traffic, then ensuring ®pi & IdendSeatson speed is desirable to minimise 
latency; 

1 S Atematlvf ly., If ^-€^)0^tpf0t^im method M applied to tnirt^ 

then it i% ; Jmposta&t $:0 -$r&m$ thai&oMeni for a parde&f&r transaction in a regktesssd 
eopvrf ghted worfe is ;i# : iitlfied.tefore. the e^tli^in^ wilop m completed, For mampte v ln 
Urease of m tsnmithiw movie over a : ^#M>rfe j^leM}% 

: the eonteilt of the. :mo?le Is ic&ndfed CJsven limited: 

15 pTpo^sslog t^soij rce^ y a$ traffic oyer & network increase^ U mm hmmM dlfften It to g&issrase 
com|>are f l^rpnn^ for all network tmns^iio^ w ith aoeept&bte speed. Con serpen! !y > 
resort to a Me^s^hie&I. method to assess the lltely contend of a digital signal bel^g 
aa^mitted over a rietwotlc may be des^le to ensure aceept&hfe speed with finite 
pressing re$=(Mrees v 

20 FIG. 6 fflasttatM om #m&$<Bm%Ti% of &Mzt&mMml identity; a^se^nient method 4©0 

that ^| be used m & CfS 100, Ml, 300. A fading prmdp !e of Ihis method 1$ So stmt, with 
less processw-in imii ve steps to M$ess whether the mom torod SM^&fc contains '& 
Wgmmm4 tpp^ngMM work, a^d then to progress p^^^M^fensive steps mt^ S 

early steps \d&.m&itififo^*m^> Pmfei^hly, the method depicted in HCi 6 is embedded 

25 in a software routing :thffl may he operated on a computer processor, meh as Is eonlained w 
tho network ^pplkncc 204 Illustrated in KIG< -4 The method ilte^Sdin lO; 6 a^omos 
that conteas type, fH^ name, file sise, IP addressing, any metadata, sradfer watcn^arks may 

discerned or extracted from a digital sample. Preferably, as & precursor to a:ny assessment 
of Ihe digital eontem that is transmitted, ao don$ or content 

30 transmission reporting may he pedbr med based on other aspects or attributes of the data 
streams For example, an action may be taken based on the source IP address > Content 
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blocking, for exampk, may fee perlbmied based on protocol |e,g;, N&p^er, etc.). 
AhetTiahvety, comebt tiwism&siqns m&y. !*e acted m hasad m ihs ^ 
mch m ADD* osed fey the sender or the intended recipient of thte eosst&st 

liiiltei^g file nsirsing as o^e asses$rmnt critericm, the fet step 402 is to compa^ the 
fife nantfe/of tht sampte to fife names of regis to contained, m & 

dat&bass (sud^ the database 244 .UIuesisaSE^in'HG^)* If the file name of the dlguM 
sampk mashes a tmsi^. iis the database, mm a el>eok|ti|; aomi&i^on atep . 4£>4 is- i>mfertibly 
informed;, to compare the file sise for the digital sample to the expected file m& of the 
registered copyngltted work beating thai name M the database If b&tli the file nmm. m$ CM 
stee appear to match, tbm the lOde^lioc^i .$h©- di^ial $tair^fe'coaO»ns a .regfered 
copyrighted work considered Is high, &od a fife rnaich may Mest&bMshed aeeordmg to block 
422, ComparssoB of tlfe fairies and file siz^ Is general ly stmightforward and does not 

^iierrodvel^ the detetiBi nation as to wfether a 
Tvmtoh exists hsw he based dnly m the filename or the file ske. 

If the file giame snd file sixe do mot-toh.it^teh, then a second assessment ertfsrlcm 
involving 4 history of u&aothonsed transactions frpm a psu&r^fe sosjapse address is 
preferably applied, aec^tdfeg 10 ste$>.40& As diseased previously, mfottTiMion reccing 
w« aspects of ira^saado^s i^oopy righted data may he mami&med te a database, such as 
the database 244 i!lustt«ed m MQ, 4. Representative aspect that may he roeorcled include 
the souree aad meipleisl IP aiMr^^s^ the type and identity of e^i^righied files, and the 
number and fe^ nency of transactions or attempted i»$acM^s, If a particular sou^e IP 
address generates a history of imauthorised transactions, especially involving fifes of- a 
cemiitype, then the litelihMd is elevated that a data stream emanating CmMtha! §ooita IP 
address oootai ns a n authorised copyrighted roaiferi al Aeeordi Ugly, stEp 406 a?id 408 
examine whether a souree IF address h&$ a history of unauthorised transaedo^ and, if so, 
whe ther the tile type andfer file mm is cmmmmmthpm mmthbmm trmmctims^ If 
both questions are a^swe^d in the affirmative, then a file match may be established 
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^cordmg block 422, Qiieryfeg a dai&bsse for $it$peei .source IP &d%e$^s#&i file typos 
m$'pr- mm mpM&m& hx^mtmmth^m^d tmnmmms m gmtmiiy foss p^es^mg- 

If mkmmticm MiM source IP acttep and file type ^mi% « do not yield & llfesly 
mMeh with a mgfeie^ copynghted wc>rk, t£e& furtlier ^ssossm^^t ^riieda using my ptmmt 
metadata or wmmm^Br ^^^^bif applied, a^e0rdi% to. step 410-416. If metadata, la 

the ;fi f e. ^cwdl^g io step 4 10, 'm& the m^tad^ kteiititi^ ax^glgere^ copyrighted 
wdf& aseesxi pg m mp 41% then a file match Is p^ferafely estafelishecl ^q^ordmg to blocfe 
422, If either of tNe^ ^ pi^fembly the following 

inquiry m whaiher the lie writaini l teq^t# #€drds?sg to step 414. If a wMemiait is 
ims^nt, a^dihe wa&^^ & rep dieted ieopplghtecl' wotii :i*££<*tdir$g Id step 416, 

met* a file m&t&h may be esi^h#ed i^c?ordlng to block 422. l<^Mificat!on by way of 
metadata or a w#tem s *arfc; may be pzrf&mm& hy ^ m mzimm data, &tseh Mtoay fee 
stoma in the database 244 ilfosfeated In FIO, 4. liaising Jato the pi^senee of metadata or 
w^imar'k ml onisation and <juerymg archi ved data te eoiBpa^e tte$e ideniiffers Is preferably 
performed m aa^aiee ef S^gerprinlir5g to aehi#v$ 4fe$imbfe §|3eed characteristies if 
p^e#ing: reacmt&es are ilisisect 

II nc^e of the foregoing as^e^smetit edtena indicate the likely p^ese^ee of a 
mg^temd eopynghted work, then a eameM-ba^d %gerpriitt; fef a di g|£&l sample may fee 
gene^ied aceerdlng to block 4 IS, B&t evexs if one or more of the foregoing assessment 
eritena liMIemss a palch with a mgl stored copyrighted work, It may be desirable to cheek at 
least a portion of tlie matched results wklr : a f iTiig^Tpnnt idepti fieatot method for validation 
paiposes. That m each of the foregoing Mse^meiit m» p0vi$es im\ f -a pn)baNiity that 
the.unkm>ws) coritsM eoot&ms ^.^^ms^'<^^%h^'Wmk, Using hogerprintfeg 
i^hnkgdeg to check at least a posiiM of results rnatched according to &d>er assessment 
•methods may pr^farably previ& feedbsek as to the efetiwr*es$ of a f ar^eulsr hie^chlcal 
ideadly as^smeM Method, 
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A$ noted way of come&t^ssed SngerpdBts Is highly 

3££*sf&3&, tot a friniaxj- d^wMide m aslag fingerprinting J $ its high €^$u$ripl|on.0f 
processing msources, Followmg fioge^ may be compared to 

m attfei^ : of kfen^iei^ for wgis^^d copyrighted worKs ^cording t<5 420, The 
archived identifiers may be stored m a dstafe&se, $ueh m the database 244 ilh^m^sd itvFIO; 
C If firsgerpriM eo^parssdn ideniififes a r^gist^^^^ to step 420, 

ihm-& fife M&b.w be estaWished aocording to block 422; Miemsti y&p iffingmpnril 
mmpm&m immtifim no rmMi mom^gw Moskl!^ then It tmy be concluded tta^gie 
digital dapple does co^ In soeh an siMai^ It 

is desirable to store the fi^gerpnnt in an Archi ve, mch m the database 34S IIIus«M ;m FIG, 

to enable mro&eti ye .reciting. That is, it mm be ^urM^wmmiim mmmzom in a 
particular digital work m case --an -owner of that work later d^ires to mgmerit with the CPS 
provider and would like to ohiat^ infoTrnation regarding ^m^actions In that ^orfc pi^d^tmg 
mgtstmdon of the work, Depend* rig the nuidsfe^ fre^yfency s ^od/or timfeg of tmr^a&^ons 
in & particular wosfu a ^opypght owrses" «ay i^eogiike tte tenellt of i^gisieri^g the work 
m$®e-$ko(m oimormo^ m appropriate md desiMbfe 

level of copyright protection. 

Wbea a eopynght owner should decide to regkler a pariicHlsr work with the CPS 
pm^Me?; one task for the GPS provider m to gather an*or enter potentially usefel<isUi 
oorr^porsdiag to that work into a database or -mfflm* mm m tM archive 331 il!u§tefed m 
HQ, ;llds la&k may foe generally ascribed as data anriehmem. Itefet^folv, data 
moohsBcM ia automated to the e&lem possible, but mmiml inm^mm mm te durable, 
such as to augment tefeiTOatltm available to m automated data enrichment service a^d/or to 
eheek and control the quality of automatically entered data. Bamerous data fields May fee 
usefiii m operating a CPS or pmviding copyright profeetioh serves in ao^oMasiee with die 
present fe?eation y such as, lor eKarnple, file name^ fiie a conteat-based iliigerpritit 
commerce artist natne, Is&l nme, album Bame, producer najnse, r^ie^^ date, and others, 
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HS; 7 provides ail e^kmle of a procedure for 3$ta .^jficJanettt Tim Sm ste 500 U 
m-0lmm the mg^i^md work m be registered i n digstatlbrm. The CFS. prov^r may 
abtam digital" filfes, for exampte^ by way of tnu^misslo^ over a ti^woiik §aeh as tMe Mieni^ 
or by way of a portable digital storage medium such ^ a €3> or DVB. If rsecesxary , the CPS 
provsifer may s^eeive an analog copy or a hard copy of a edpy righted workv s^ch as a 
cassette tape w a p hetograph, and concert it to4lpt$! fotm The next aiep 502 to generate a 
fHiprpriti^. p?efera:y.y for eaeli dlseme digital wort. If ati enlim musk item w# 
pi^viied to lhe CBS pm:\4#r y ijien a separate fingerprint wmdd preferably be generated for 
each song oa that: album soxip fey ibe 

A CPS may use Metadata^ Injury into tbe presence of owBer-^$ipp!led metadata 
may be performed according to step 504, Ow«r-S0pp1|ed memlata, whfefe. may be iomd,, 
for mrnn0$ y In a format $ach as as> MS or ,mdS file &pod&tsd with the digital work, msy be 
extm^ted aeeording to block $06* Types of n^emdMa that might be extracted rneiiide. for 
example, antet na^e> title of the song f movie / work^ album name, eonspmy / owner Bamc 
prodeeer imm, release date* and similar information. If no ow^er-$ypplied meiadata Is 
pre^nt* then oaHiie metadata a^hi ves m pmfm^My timmMm. tfm specified' copy riglUM 
work according te step SOI. :.B^.^i>fes an)|t>e imtadaai arefn ve& that may be queried for 
sue& l^i&htmtl:OB : i nclnds* *TtmDB : M and "CDDB . ** if the online irdbi ves include Metadata 
for the specified copyrighted work according to block then the n^mdata s$ prefembly 
extracted aeeo^ing m atep 5CM for ti§e in die GPS, If no Metadata is available for the work 
Ins&ch a datable, then desired inforrnaii^n may be added m^fmally according to step S 12* 
Folfowmg addition of metadata, any an associated with the wort, may be added to a CPS 
datafe«e > aueh as &e archive 338 illustrated m BIG, 5. Such associated art may Include, for 
exaniple, an alhnm cover fer an audio work, a thumbnail of an image work, or iho vie art. 

Ibll^wi^g addldosi of ^tadata information and associated art, preferably a query is 
performed to de^rralne which ccmmss^i&l site or sites, If aay, of fer tbe particular 
copyrighted work for Mle according to step 516. Preferably the cemme^ialsite(sf are 
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mlint< wd>ai&% and more preferably websites affiliated with the CPS -'^fpsjr^^^^jc^s^ -i&^iaHCSJS* -=«§&..-5*gf - 
co&^tu$i affiliMion, Address infettT^iaT^/^fei^My in:ih& J&m of a.tJR^ fcr 
com^ier^^l wcMis^s having tfi£ ; work fe.r sale u then with fee copyrighted work 

iti CPS database, A feat step may be the addition of a link ^ucfe. m * t&RfcJ/or- 

pmiimt eode for guirhasmg the :S|^ciik4 fegf^tered copyrighted work from $m commercial 
mmmmr<lm$M step §18, The famgomg iMormMon be aseMits facilit^img 
com^eipla! iTms&cdons m mgMm&i copyrighted works. 

Fid 8 illMirMes smpSesMotatson of a GPS 6CXl utilising several n^two^ 
a|?pli^es 602, 604 > 606, 60S distobutad atengi^ 

Berworks 612, 614, #16, 618, Each watched Herw<>rk 6I2^ 614, €16* 611 eonneets to a 
disMb^d electronic network such as the internet 610, and each network ap pliapce 602, 
604, 606, 608 to dlf W data . ininsmitted. between eaeh watched network 61 2, 614, 

6 16, 6 IS* and the In ternet 620< While a network applis^oe udllzed with a CPS gerjeimlly 
may epexaf e eitfeer m~stream or mirrored .ateng a network segim^ the e^nfigurMcm 
illustrated in Mih 8 d sseiworfc appliances 602, 664, 60S* 608 eoiffigo^d to ^ceive 
mirrored dMa irartsndt^ 614, 616, 818 Ml the kismet. 

620, Each network appliance Is capable of cmsimyni mating with & GBS network . data center 
630, which, prcfembly -inclede^ such devices as a transa^on request broker $er¥ice 632, a 
trans^c^arrrcc^rdhig management service 634. a transaction datable 636, a raw media 
storage service 644, and a raw media storage archive 64H The transactor* truest broker 
632 p^feahly *m$te$ and/or man&gm between various components of the €PS S 

beludmg various network appliances 602, 604, §06, 60S. The transaction database 636 
Mores Information relating to transactions io dig* ta! works, with particular emphasis on 
imaiith^ri^ed. tra.nsadtl0n$ :h>- ttgi^tei^d. coppighied works. The transacb^n ;n&x3r#?sg and 
management a&rvjee 634 provides a^ interface with th$ transacilon database Theraw 
i^edla storage arehive 646 may he used to molding digital wor^, sach as 

those Mspp&ed hy copyright owners or dopJic&ted from iraitio cornm^aicated between a 
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waichsd network 612, 6 14, 618 fed the Internet 62CL Th^ sa w media stomge archive 
§46 may fetter stose jfbg^sints gea^msl frM^ : €-0|>y%fe:feci wk, The raw media 
storage ^rekse 644 pwid^s Wi immrfBm with the iw media storage archive 646. 

Ea#j network applMBC^ ©02, 614, §06, 60S pmferaMy jnelodes a memory for 
receiving m& mzm&g ecMtedi4>^^ imium^g fing&qmfm, Pmfm^My. moh 

network appliance 602, 614, 606, #0S iHc-Iad^s a psx&essor m ptmi&® mmmi type 
Itoiiis&iJcm ami oomsmt ^ Bacft netwc^. ^Ipiscs 602, 614, 

60S may be penodieafiy updated with new yemifas fmmtM 

M identlflm f&r mnvly register works. The dlstrite^d irehi^tu^ of a. CPS: 

aac^i^g l^.HCIv 8 faeilkates rapid m<mitoiiB.g:: of h^h^feaiidwldtfe watched r^^orfe 612, 
614, 616, 6iS. B&dv network t|?plia?)ee 602, 604, 866, 608 may commaalcate wsOitfee 
network #ta center 630 by way of a public ^twork soeh as the Internet a virtual prN&te 
network, s ifedk-ated gri^me network, or mw comteatlon erf such cotu^ctlo^i t^jses to 
promote intern reiiaMlky in on^ became^ inoperable; Additiooaily, wi&le MO. § 
Oiustmes oaiv a single i^tworfc ^ 614, 616, 618, 

fsdrindMt isetwmk appliaBees may be prpvidM at each locarlon lo enhance overall system- 
rdsabdlty. 

Propagation and iitili^Mcfe .of a CF3 1 .00* 200, 3€M>< 600 a$ di^lo§cd harem enables 
novel methods of c^ndiictmg a proi^ FIO> f illuMrates a telnet 

^eth&d 700 mdludmg>fep$ that m^y be emplpyed aceordi^g to mm or rrmm CFS 
embodiments. The Ms&i^B method 700 ilfetmted m HO> 9 U .intended, to pm^ent iimely 
one example of novel toslness steps; oornobvioits variaBis emitting certain steps, addmos^ of 
farther steps, and applying disclosed steps in a modified seq^enee are still eoimnTpfe^ to 
remaio within the seope of the invention. 

The fern step 702 provided in HO, 9 is providing tod/or iTiai^tai^ing a database (or 
"?^§i stry >s ) of Inform works . Herem alter a digital 

wwk whith has been added to . tbe database will he T^feired to as a *VegI$teed work" or 
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"reg^teted copyrighted work'" Ax. new original works we. being confepikssly cheated and 
owners of exkimg copyrighted works or opemtor of ifi^ CPS may elect to protect works hy 
way of a CPS as -disclosed herein^ a &&Uhm& of identifiers shooid be designed to grow over 
time, A data enrichment method* such as that as discussed m cmlmmmw^WG, 7/m 
pmimMf applied to baiM and ms&Min the database according to this §t§fi?#2, A revenue- 
•gf#itifmg step 704 ia<$&fc$ ihp: mUmmtimi of payment in exdh&^ 
copy ri gihteci w^ifc and/or pro viding sc»pydght infn ngemem protection services. This 
p^ment may he pliclied by the provider fern, for example, copyright ownets feiNidoally, 
Msoeimiens of copyri gh t owi3ers r network provide or operators* or any ciwibinMkm : 
thereof, 

ftovMmg copyright protection Mrvtees aecoftilng to the present In vention generally 
includes monitoring a network or network ^gment for tr^nxmi^to of digital signals, as in 
step 70S. Identification of files emhodyiBg file types of interest tratmmtted.over the 
monitored network or network segment may be perfMtned according to step 708> If a file 
type of its tersest is foend* then ope or many :&f various features msf foe e^tracrled or generaied 
fmm the Hie to l^cilimte content iclesiti ft cation aeeoitlmg to pep 710. A eompariso^ step 
71:2 is advantageously performed to determine whether the extracted or generated featn*es 
malelrone or more identifiers contained in according to step 702. If 

a match is made, then soeh a match Indicates that the file from which the featems were 
obtained contains a registered copyrighted work y as noted in step 714, 

A typiail f^l tow-up step "716 Is to cheelc whether trans^kston or receipt of the 
i^gistei^d oopydghted work has heeri authorised by the copyright owner, PteferaSly, the 
CPS provider maintain $ a datahase that identifies authorised senders and/dr receivers of 
digital copyrighiod works, and that farther includes; prefet^n^ of the- . edp3?nght owner for 
handling transactions, in & copyrighted work. Determining whether a p^tfeufe adfess is 
aatliodzed to transmit and/or recel ve a registered copyrighted work may be performed hy 
^dery in g the database for su&h i nfermahcm . Regarding handling preferences, such 
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preferences may be ^sed by the CPS p$x>vMw to apply business mtes to tensactions or 
attempted tmi&as tmm m registered copyr igibted worls, For ex ample y some copyright 

such as software d£¥e!oper$ tmy #^bute ^opyri.ghl^d . material ace&rdii&g .to license 
agreeinsots that forfcid digital tr^mBa$i0n ef the source code. Sac h owners might 
Prefer to block all attempted, digital tiws^ssion of these msterisds, m4 communicate this 
prefet^oe to thg GPS provider. 

If upon applieadon of step IWit m^mmmmfyh^ n mi 

mthmimd* ihm Mzmsmm i^^tlfyiftg f hte t^^saction may fee reeoriad (§mk m m the 
irmps^^ HO. 8} aeco^ing io step 71 8, . Keeoaied MomMion for 

an unauthorized iranMctlW may Include identifiers sudb &s mcluded m FIG. 2, Prefembly, 
transaction report siK:h as the report xliuairated in FIO . WW generated fk*m s^me or 
all of tbe recorded infammtkm. . As mfermation contained: ir^.ttai^siacti:^ sports may fee 
v&lMhie ?<> copyright owners at^l others, for purposes Ipd^lig but mi limited to martedng 
Md-:$eekmg. Hoeushrg revenue, such reports may be sold by the CPS provider in a further 
tevi^iue g^aeratlng step 724. 

The stadlty . of 'geswafeg.fem^edo^ reports and/or blocfemg content p^vsdes 
additional revenue ge&er&tiors potential by affording businesses and organipjdooa the 
Opponuolty to install the CPS on th^r networks or eampuier&< A per-seat. license may fee 
offered to an oi-ganl^OTi or business io limit ai>d/or monitor the ti^r>smlssidn ofcoo&^t by 
its members and ihon^by limit the org&nfeadon's or h^inesa" e^po^ure BabUity fm 
mm^hmtmd mc of CGgttmt Similar to the way virus proteedon software may he installed 
opiodi vidua! compters in alooal hw& network of ae o?"gaHfeadot^ CPS client software may 
he te&iled to afford an organi^aden or bosmess copyright iulrmgement protectfe^. 

If Ir^sndssloo of the registemd e^py righted work is authori^d, theo preferably 
lesser iufbroiadon regarding the transaction may be recorded, such a^s hy mcreiBentt^g a 
eouotsr of trarmaedona m the particular register^ work, ^cording lo ^tep 720, Preferably 
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less: mtbrmado^ is recorded tte cas^e of an^authomed, lawful ttans^iiw io aspect the 
privacy nghis of the sencter Mid r^eolver. 

Following ^^4$^m:^'t^^tiim information fer m mmikmimMrmm<$imx 
mcmdmg to Mep 7 IB, busing rules may be applied to the tr^^adtso^ aceording to -st^p 726. 
As meMsooed a hov e* the CPS pmvlder prelembly, solkits p^fereoce;s. of eopyiiglit owners; 
for hmilmg method aa-cl o^^tlons M rep^mi #OTgh^d wc#^ ana the CPS 
provider n^Mai*^ a #rafea$o those p^ffemnc^s. The p^foeii^s .ms pmf^r^y 

mmMiuhml m the turn a work $$ ^i^r^l with the Gf?$ r so thai I>a$ine§s miss to be applied 
to a p^icul^ oopynghted work msty-'be cfeftBed fosfem deteetiotr% the CPS pro vider M a*i 
unaoihon^d transaction hi a ragisierod copy rsgh&d work, A$-; noted pmvi^ly,. biM&ess 
rotes thai might be appli ed meiude hut m imt limited to Mocking un authorised 
traoamissioa^ sendirig. a message to the source address ^nd% recipient address, mfeiring the 
sote^e addm&s and/or recipieM address to a oomrn^dal website- and/or msordmg 
Itm^otkms In copyrighted worfe carried % the moidto^ sigmii A f Mother avenue- 
genenitmg si^p 728 rnay follow iw fc application of feusfeess jmlos, the GPS provider 
may solicit payment for relerxak : to ooss> medial sites, sue h te wei^ltos, where eopyrlghi&d 
works an* a viable for sale and/or oom^ mforrafe. 
Inferably* the CI*S provider obtain m afffluuiori, sueli as hy eaniract, with cmmmmiM 
mtm to p-ovide f of referral aod/or e^msnissiOE payments. Accordingly, the exemplary 
feusino&$ method 70© provided in FIG. 9 provides multiple potential reve&.i*e s^aim to the 
CPS provider, 

Retat^og to & comparison St&p 70 wherein the feaiatt^ otemeo from a Sampred 
work were compared to tctatifers ooMaiived m a GPS da^hase, if no r^&tch ® fmM 9 tfeen jt 
ni^y ho doacladod that digital sample does not €orrespo0d to a registored eopynghted 
work, as provided In step 730. Yet it may stdl be mefoi to record inf^^i6n'' : i^I4^g to this 
work, to fpiijt&££ #tjx>ac-tiye repordng m case a copyright owr*er later register the wort 
with the CPS provider and aeete i^ di%ib«ioa A fiog; erprim 
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5 may Be ge??&r&&sd fn>m the unrfegi^te^ed 'ivdrlc ^^ordmg'to. sfc$f> 732, -The^after* the 

fingerprint may be scds^<I by the CPS provider m a dM&base or arehiva soeh -.as the database 
646 provided in MCK S ftef erafel y , fite d^b^se (such as dat&base 646 of FIG . 8) is c| aeried 
to compare the newly generated fingerprint to ar^h|vf d : fing^rpitnt$- for ait^er Ainr^giiiwe<i 
works ac^osxing to step 734, If a m&i£h 1$ ibiiitdlTorii this gu^ry v tben & traBs^^n counter 

10 may be incremented io reffect the number of traB^^ctiom in the p&rdoel&r work aseording to 
step 736. If oo match is feutid, iMn tile fit^rprtiit is pr^feafelv adited to ihe database of 
tmregfelwd wotte Eeg&rdmg the capability :of "-p.n>viding retroaetsw^ 
suelv mfatmati^ may be iis^fa! m the copyright xmmer m aeiaciing par?ieoiai preferences or 
fe^smes$ rules to be appl ied by the CPS provider to protect a copyrighted work followmg its 

IS registration. 

As nosed p^evlous!^, ;U,$, Patent Mo. S,91S,223 provides a niediod 1w p^rfbrmiBg 
anal y sis Mil ^ompsnssn of mdio dam files based upm the content of the data :.-fi&& An 
alterative method to that disc losed M ITS, Fabnt Mb , 5 ? 9 ! S< 223 for generalmg stat^ti cal 
models or digital audio s^ptdmgs, whlsh are r^d for prpbabife ®t 

20 hnlcnowa digital: s^.©-*tft5^^ as a Stdcliastic A&dio Maichmg. 

M^eharasm (SAMM), Ifnii. m pr^mUiy ernbqdl^ m a software rsMtii*e thai 

may operated or* a device such as a network a|>pbanee (evgv, network appliance J 04 m FICI. 
I, nerworl appliance 204 in FlQ,4 y mmmmk appliances illtia^ac^d in HO. 8), 

plssossed felow ar^ the Biarh^matieal ar*d ^tisiical concepts tehi&d the SAMM system, as 

25 well m a desori phors of w : i.mptemmtatioB of tti$$€ eon&epts, 

SAMM Is a process lor generating statistical models of digital aodfo«oordmgs and 
using these models fcr prt>l>abl!istfe ideiitifedon of unknown digilaf a^dio streams, l%e. 
t^atk>?iM the models and the idendficatioB of titiknown audio streams « separate 
ftoctioosi ptdd^$e$, but they an? logically tied together withi n the o wr&O gaal of audio 

30 idend fieaioa . In paaioe* the- use of S AMM Involves the generadorj of many mofete for 
gach audio item thai te.tq be identified* and tbe storage of these models m a SAMM 
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6 datable* 0nm the ^$:&tem&-.km'.bm&- cm&%xv&f&i* wikBmvn digital audio streams eaa he 
positively ort^egativefy (m match fdnM) ideoiified within, a io*ows> degree of a^ca^y 
using the SAMM diabase of audso models, SAMM encompasses two distinct functional 
processes of mod^l gersemdoo and audio iienti&afioB. 

Iti$ impottaM to Tei^rale that the S AMM process is a staifeilcai t&oVa^d thattHe 

1 0 Idenhf 1 cador* of tmkBOwr* audio streams p.Msecl on the proh^lhty that f&Murss she 

imtecwn audio exhINts match a known audio sampte. A pohafeiiisy 

over a gfveo fhmshold likely, i$di£af&§ ihki tfie unfcoow^ audio stmaro matcte tconesponds} 
to the current kmvm sample being cc^Bp&resI against, while a probability trader she -gives* 
thimhcsfcl indicates that the ynlcTOwn audio steam does m>i ni^teh the model being 

16 compamd against Since ^he system js fmhMimiic. sgmmt a threshold, there are no 
abso&tes when u&sb g t'hsi. process 

The mode! gerjeraboa process and the audio identille&tloa process share a common 
set of dam that they operate u|>on, These data are the i&mmm of the digdal audio so^am, A 
smge feature is a col fection of the represeBtaii ve eliaraetsdstics of tie audio $»east> at a 

20 single pd m in. time (eotmndy , obotxi iwmtty thMmmrmi^ per feature). Matvy feamrefe are 
mtraeted pr a given audio mpsm* usually <m hradred f er mcmd. Ooce the collection of 
the feature set is completed, SAMM can then p^erace a model for storage, or use the feature 
set to compare againsl known models. The deiaik pertaming to lemre e^traedon, model 
creation aodio matoMug a^ explained fiilly in the Process Detail section 

25 A> SAMMQ^view 

HO. lO p^vm^ within SAMM. Boxes 

Audio Matching, as will he described herein m further detail. The ■ j&fiti text i n WG+ .10 
rept^sent^ the Input and ompy ts for eaeh process > Raw audio mpui 791 is provided to the 
30 feature extraction p^ess J&Z whfeh outputs extracted f bamses 793 to both the mode! 

generation aad audio matching processes 7f 4, ?96> The mode! generation process result m 



emotion of & .tn^tM 1W, white the audio matching process results iti mihm pomiive of 
m%mm identification f9X 

B , SAMM Inputs and O&Sputs 

1 , Feature Extraction 
a, Ds?a Input 

Regardless of the des&gd S AMM funeiion^Iti^ ft<^> ttmMl ^mm^m or audio 
stream i^tl^c^lldnX a| : fe^i one fba&m, and p^ibrably a eolfeeit^ Mifeal^i^^ is 
geBerM^il from mt&l digital audio stream, su#;&^^^^ 791 illtistmiM m 

F!0< 10, Tltis aiifest^^ ife Wtkif data Input for $ys^^ as a whole, law 

digital aaclio. If I coning into the system is pfeferabiy fest decked and down-sampled to a 
pulse »de modulation C^M) stream, &U£h as at a frequency of 16 klfe> Tj?pca!!y, ,mp3 
and CD quality ai&Si> streams &m mmm^ m M^ W^., Tfek da^oMpreMi^ and eon version 
may be |^dwme<3. by a readily available tfe:ird p^% utility ^uefe &$ fc|i?Mt utiiky 
Ctee deo^ pressed and co^veited, the FCM simam is a^embled too a data army, wMeh m 
the pn mary mp&£ Into tfee Feature Evttracli<>n:pi^e^. 792, 
b> I%ra:meu1c Input 
Hie siatiMe&l parame^^ used iti feakim extraction $houid be determined feeifers tfe 
^n^cd^n pt^oeM 792 oeeurs* The primary |>arameier$- uscstln t:He:matli.eitmfea1 and 
s«$deal fontvalas tised for featum exiraetiOB (disctis«d in further detail, infra) am 
^uiTipanzpl : below with oormspondl^g sample -value? for Illustration purposes: 

* Samplm| rale .of -the meomtng PCM data (e g,, 1 SkHi), 

* Window Ifemgtb (which is a function of the sample rate), 

* Ski p tale (whi&h is a function of the ^aijipfe rare). 

* Fre<mpbasize eq^staiit (e,g. ., 0.97). 

* Filter bank cmml la g., 20) - this is the n amter of datum in a feature v 

* BMr ban k ^hmmk (£«g.. Film bank eoent ~ I } ~ nupfe; of #mpu^d Mel~l^neney 
Cepsmti Coefficient (MFCC). 
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* C^ter .^u0ney (e.g., FBter fe^nk coont 4 2), 
These par^Tje^rg are prefeahly set or catealat&d software. 

cl Fearure Output 

Tbe output of the Feature Eximctfoit grocer 192 is & mtlmmn of fetors mct®m> 
the non^feer of which is determined by the parametnc Itiput to the process. Each vector 
pm^rably cosmsts of Filter bmk emml nunite of floats and the sector stalisiicaiiy 
rep^sem$ fee digital duello feam at m pmimulm moment m mm. The oollacd on of fe^orfe; 
Is treated within the ^oltware as an array of &n^y$ Ct^ anay}- of floats^ and tbl 

s^rv^s a& the data input to ih& 2, Modal Cleiierad m. process 794 $mt 3 . Mode! Matchimg 
process 796. 

2, Model O&oerador* 
a> Data Input 

The Mp&t to die Model Ge&er&ti oo process 794 rati array of m array of floats 
CcallectloH of restore vectors 793} mpro^ti^g the audio to he modcteci. Tins is the output 
of the L HtMur^ Extraction process 792. 

Pat^metric Jnpiii 

The siatistical parameters is$ed h the extraetion of feamres should be deleoMried 
before ^xeeutio^ of the Featuit E^tr^lioo process 792, The priimr^ pamtr^fers ehosenfpr 
the es&f hssa&tjcal aod staitsdc formul as used iit mode! generation arc siimmari sod heiow 
with corres^dmg sample vetoes lor ill^siration purposes; 

* Vector length.: (e,g^ Fi Iter tonic eourii), 

* Mixture coent (e>§ * , 8). 

* Max Ifemhoiii (e.g., 15). 

* Ma& femes (e.g., 3000 - Mi corresponds m 100 ffameb pa v seeond for 3D seconds of 
audio). 

* Vamnee threshold CXOOl), 

These panmieters an* p refemhly set or ealculated within software. 
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v> Model Output 

A generated model 795 is preferably &Masa$ file cmimnifeg gtatktkml infeii^^tion 
aboiit ihe w aodio 791 feop which the ongm&t fcafere set was generated. The output 
model 705 is pi^femblv stored ih a "SAMM^ datable (suoh as* lor es ample, the dM&h&se 
338 Illustrated in FK3, 5 or the dat&ba&e 646 ill ^straied Flpv g) for use |& a nmiel 
mstehmg pr«e§s ?9fi> 

3. Mode! MateMng; 

The Mpm to the model ma&liing pi^cess 79£ Is pfelfet ably an army of an array of 
floats (soiled to. be- Identified, This h the 

ositpet of the 1 > Feature BKtraciion process 792> 
k Model Matching Result 

Output fern the Modal matching pmcess 796 M preferably a tMtu&l repre^nt^idTiaf 
the ifeo^eat:ion remdt II the t^amr^ set from a dlp£&! mKlio simam did not have a m&teh 
&g&mst &w mode! a SAMM database, a 'I^Q^MATCe^ string 0^ay be retomed. If the 

atttibiitiss of the digital m&Q mmm comgmp fmma&ly &g#&st a ipod^l hi & 
SAMM datMxm tto . 3m Mimg "MATCH - <XD>^ may be reamed, whete *<1D>- may be 
replied by a u??ic|ue S AMM #*#ba : seid^^ of the model that the inptst 

iB&tehed wit& .& def me of certajMy> 
C. Bt?oe# Detail 

a. Concept Overview 
The prtearv geai of the featum mtractlon process 792 Is to develop a repr^s^sitatioiT 
of the aeouMle $igMl suitable fer clas^ifieadon, A gooif sol of features for this problem 
should lake into &eeoimt the |>roperi5es of the hunia^ ear while m&int&mfeg a high rate of 
data eamf^siOT, Because the ear is mmt sensitive to changes in sp?otrBl sB&gnitude and 
least ^nslove to signal phase difference, the features used here preferably eaptore the 
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§ ,$p&3r$l shape of Ike signal over stmil ^m^Uhot^ in tixm< fit pmimiWs the &&dk> may fee 
^Mialy^d over $mM-. hlmks of sappfes daring whieli the signal la asm*rr*ecl to be $hoit-tim0 
stMo&ary (20 m 25 im is reMonafele for speech a?>d most audio), Overlappi?ig windo^&d 
segments of &^$o may. he e.Klraet^d at a rate of > for example, lC|ft ■OT^ : -#^ : per:^CK^",tp 
produce h vectored featy^re streak f Or Massif festsoft. Different extT^tkM rates may -fee used. 
10 Ba^h frame of audio coaslstmg of ap|>n>xini^dy 2S m$ of FCM: samples Ce,g., 460 samples 
# ICMlz) may &e converi^cliiito a miilti^B^^on^.. pr^ferafely 2CMi ; m^sidnaI, vector 
thai : eBC^vles the speetr&l shape and rclad ve-e?«gy of the sigpaL The feature vector used m 
th&:m$£& e;!assffier i$ : clasc.rifeed in further detail below, 

IS Observatien vectors are compiled periodically, pr&ferafely every 10 ms< from short- ime 
wmd0wed segmems of a^dio data, pr^Jerabiy 25 tns in leBgtfe. For eaoh fesine of audio, a. 
sTmltt-mmamioBal, prefemfely S&^menslonal observation vector is eMtseied eonsfetmg of 
multiple Me! Pr^jiieney Gepstral Coefficients (MF CO* preferably 19 in i^amber, and o^e 
oomsah^ed log -energy m$m A block diagram of a MHOO feature o^raeoosv proees s SCX> is 

20 Illustrated la HQ. II, la a first step 802 ,. raw digital audid «$ decoded and ddwo^ampfed to 
a PCM streamv sueh m at a 16 Mlk ftec|ueiiey> In a second step ;Si4> shor^ttoe- windowed 
segments from the down-sampled stream, Aocordiog to a third step 8Q8& a 

sampled frame k windowed, The feature extraction begins fey pre~em^ 
remove glottal a^d Up wMmm% effects according to a foeiih step 80S. lie pre-eropliasis 

2§ operad orris impfem^pd as ^ first order Finite Impulse R^pon^e C^B) fite- given by 

(Em » 

where £ represents a one sample delay . Note that m the tmu^domab* the resolttag signal 
pvm by ffn) ™s{n) - 0 Msffr* 1} where y(h) represent the pt^-emphasi^ed signal and $(n) 
3D represent? the inpat signal, Next, the oiagBitude speetrum of the w&v^b$m.|» eomptited 
yalng the Dl&cr&te Fc^#f Tran^rm ; (OFT) according to step 810, The -linear frequency 
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axis h tkm \mrp$&nnm the Mel scale according, step 81 2 m. order to t&kc feto account the 
reb to* s hi p MW&m im^mmy &r*rf ^ree^ved" pii# r The mapping ;&eg#gg$ ie lw 
feq&eney sical^ ^mi Mei scale is gi ven by 

wstped magnitude speetrismit wi poised tibo^gfctt&tt^ # v M^g^!iar^hii|^ 
filters fern t^ilarmly pan^io^ fee .Kfei M^mmy sc^le mto F fegkms aocoMmg to seep 814 
Mole tfmt UBifer?B^y on tfec Mel Itisquerjey §c&I& tales mle ^ 

the ear across frequency, Wm 18 UMz sampled amio, 20 liters (^29) are ^^id> The filter 
outpots pirate a discrete set of F log -energy terms, (e£/A j~i <>F% iMw/k) mpt%$mlth$ 
weight of th$ j$i : £i}$£r Wih® Ms dkcmte fite<|aeney ctf the sampled signal |%^^| 
repre^e^t the BFI magnitude spectrum of ${n;) warped onto the Me! frequency scale. 
Assuming an -N pomt DFX of &m : signal the Itsg^ergy '■ within Sheyth filler hsmk is giverifey* 

Thereafterv the if MFCGs icjil mL J9) me computed for eaefc e&eis&d fmm of audie % 
deedrml&thtg the filter outputs according to step 816 Mrsg the discrete coBme transform: 

ce W l 3} m* Jffi *W W' - o j)| 1 

Finally removing the img-mrm mean from the features n<>r^aii^M the MPGC pa^Trielers. 
This proems, kt^own as C^ps^l Mean N*mmdiz®tt®n > helps id reduce the mf1uci>ce of 
change! mis match cm the excised ffe&tates feg^ m ^mg^m^m^m^ mch mmm0gb cm 
mem '"when :.-^^tmnt-c6di^^.si^ { .-^A to encode the signal or if fre^ueney equali^Ml^ Is 
applied during the ssicodmg : pri>e^}<. The final 19 MPC€s are gi vers hy 
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The 19 dimensional vector is Mgm^n&4 with a nornMli^ed iog^aergy cQBi|i#ieM 5 whtsft.. i$ 

the log of the suits of the s<|pare€ data $$m|>tes, f^mrnnt the sampte torn the 

0$ mm$M. ft&me of au<fe< As*nnaag (fs $&mpim pmr frmm m m4m s m mUM frmm4mm& 
1 0 energy is computed a$ f ollows r , 

(Bp, 5) i; - log J J-^^j 

' i 

The energy omputa are norniall^ed to range tetw^ea ~§i) and 4 LD and art* 
aogmemed as the 

16 The Impleme^tatbn d^us&l ons . hzrm® are intended k to g^vide a high^evel 

mapping of th e concepts and life im^ematscs for providing SAMM ftmcdo^aliiy suf&ciem 
£o=::ambl^. one ^kilfeii.to the artto practice the In ventive method. In fwtherance of this goal, 
MQSs 12a * : 1 21) provide ansiot&ted sequence diagrams ip additionally detail the : program assd. 
dataflow of the ln#vsda&I : pm&esss^ The Mlowmg sooikms areinieniecl to discuss tM 

20 | iMer world ngs #f S AMM m the context of the concepts and mathematics at the object level. 

The InTpfesnemaiion of S AMM is prefe^Mj^ perfonne<l m m objeet^eiited f&shkm* 
such a& in the C+f pfogr^nMmg language, itsus all ofejects de$eoted m ii section and. ill 
the following sections are otyeeisk 

A higher level calhng enhty 902 within the A^ysk System iniSiates iM 

25 proee^ of fe&ug*? extrac^pn> A. utility obfect withm S AMM eahed the AudloAnalpcr 904, 
which k Imtantmted and managed fey the calling entity, perforrm the aetu^I extraehoii. The 
calling entity 9$2 -M M§Q ^sjjpn&ihiifc fer managing the oolleetiori of raw tVom . whleh. 
feaiutw extracted, ami ma^agliig the Atidia^ 0 this data. The c0$$g 
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S em&y executes various meml^rteoticws m ih® AudioAnalyxer with the ultimate goal 
being the e&£t&cik>^ of featiir&s from raw &pdio <tai& arsd the storage t>f this &*t£^gfr .pf 
features s s i&ta sM&sfee* withb the A^dio Analyser object 904. Once popujac^d with xte 
fpatoms, the AiiEdkx4pdy^r ofegeet §(» is u&ed as the storage rt «^r # it& features as 
fey are u^d Jo the f rpsesr of Model geimi^ion of audio Ideotif loMion :< 
10 I, Medi a Mode I Geoersdots 

a. Concept Overview 
1 i$ mmmmd that p&zc&ptml difference hep^eeo audio music: and other audio tnf$ip 

FIGS. 13a- f 3b for two segiBents *sf audic) fo^i mosie piae^. Ifern, I reepersey is plotted 

: i§ &to&g;the. 1$ pl^0d: akmg #e &-&ii.s< & FICI 13s we see dkfcct 

se^uence^ of speclral patmnis emerge a^ the mng progress from -pimo ■ key iittsfcM through 
a p^t^sk^B hit though finally a seqoenee of syntesi^er key stakes. In FIG, 13 b we soe 
oilier pMt^ms manifested wherra singer vae^ll^ a word m the song, IrrPIO, 13a a pkii^o 
k^ysto^te leads into & percussion M In FIG< 13 b so mtHt 

20 simmm vocsltohoo white dogmg, fife assumed that the sequences of s^elml pattest 
asmss the ilsi^ of M$ audio rep^seut the slgoMom or ^fbotpsinf s of the tog* 

Modeling: the sf^eetra! cimmatensties of each audio clip allows or?e t0 diMtigmsh between 
arti^ a^i ioosle |>teees> 

Ideally, one would prefer to model the irajedtory of the apeetr&t events in order to 

26 oapture the evolution of the Midi o over time. However^ it m pointed out that the explicit 
modeling of temporal events leads to a d&ssifieatlo^ sIg«iiho3 whkh is suscepdhie to 
p^rfo^anoe degf^fetions when the signal i§ $hlfiad !b tiiue. 

The imposed algorithm eons* dered here -as&UTiies that die spquenee of feaiores 
e^tmeted from the song is stahstieally independent. Under ibis assirmptioo, the likelihood of 

30 olkervmg & t$M ®m veetor £ at time t is not deps^ deo t on the feature vector | . ^ extracted at 
time r-i or any other time for thai matter. In other words, the lifeehhood of oter^iog 
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&e^uer*ce of T fe&tore v^tot^> X ~ > f s ,y. ^x T j gi Veri a mo^ef X form audio segment :mp 
be exp?mad 

T 

•S^fiv 6 states that the It to! I hood of <>b$€i> ? iri.g a : '3e§i*eni^ of feature vectors gl vers a 
prtl6u& toode! for lij^e clip is based on the product of tlie l^divitel likelihood of 
diserving esch feature veotor eMi^dttom the clip. At J£I0 ^etdrs ■jffi-ssmt&M 

mMo* pmiplms mmpntmm of Bp, 6 lor 30 seconds of a song woo let t^qute the product of 

PC® mdl vi dual li k&d hoods. Hois that since mpeMed /ns^itptk^cm of tnmy. ntimhsm 
sm&Uwihm I Im^io mmm^M underflow problems on moM FC h&rfwsre, Tlierelom, the 
Mfce1dKX>d m Bon. § Is generally e&pmssed iri terms of its Iog4ikefihood : 

(Bp, 71 # I 

Hits fe&sk oonoepi betMod the stitifo rm>defmg scheme thai e&eh sob§ uncter 
cosmdemdon cast ^m^deled by chm^mimzmg the dtMriimtim of the feature 

veetor^ MCMed Ifem an example of the song. M dmn$ so , the mMo modeb n g sete^Be 
becomes: less &£osMve to sIlgM afe&dom in the Stores* Sucfc ^tteaiions cm be 
e&pe^e^ed due to diffe^oes iB audio codecs, lime shifts ki the signal, smTipiiBg raie, ep. 
UsVBke a^dso "firigerprintmg^ scheisies tte try m find m ems? match ol die audio to a 
ksowis rsodei the stalisliciU ^ppoaeft returns the B^limmd or probability tbsst the observed 
sel of lealu^s wot generated fey a mode!; a. Therefore given a set off modeled Mmgs ? 
l^ vA- -—4* j, and an utitedw?* midioeiip %mih e^ei^d feMyi^ :seg^«ce^ ~ ^ ? , . ^% 
tise goal of the search i$ to fiod the modei A x with the .maximum bkelihood of generating tbe 

unknown loathe seqoenee. The so^g assoeialed wlih this model i s assumed to best matdi 
the dt> fc»wm In other words * 
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Of coarse, Eqri >• S •■ ksstiin^s • that ifi^i f^tu^?-' )^ifw« X - I** >%> >>.* : ,£*j"wss 
ge^il^d- fem:'.#-:le^* ' of the too^B 5 songs i n tfe database. A ease in which if& imx 
sequent k outside of a knowm dta&base- will be con&i^re4 £n/m> 
b, Maihemai*c$£S t&ti'stics 

li k assumed thai the feature vect&r s^q^ence X - ff, ,£ ?:s . v *,j.% f is ..st&gstk^-y 
&de|K^deM: -$$<S generated fmm mmnnkm $mmm collating ®f &immt mmMmikm &i 
Qmmm basis functions ,. Models of thi$ type knowB as Oaiissi&ii Mkture Models 
(OMMs), QMMs have hem umA in the past fer problems such m Spate Identification and 
Laoguaie Identifieaiio^, A Cki^ste Mixture Model 
observing a feature: vector x as a weighted: conibinalion of CSaussiarjs: 

i The ©aussmn Mixture Model 

whem b^lS) is ikm mnMmmw Qmmmm density > For a ffeM&sfe vector, 

k# ■(!;)■ cm ex|>ressei as* 

lfem> /l w #4 E m m^mmm the ve^or;^ mib <3aus^aB 

density respectively; Further, ft e weighs Mr tM. Gkm&i m immmwf<3\mv$M mm>w~<mn.- 
prop?rt>% 
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{gqh*. I t) 2^ -I 

IFoif cMa spi^ity and speed issuer, the covariance matri x m the model is assumed 16 
be # agonal s i,e all elements off the di agors si are vafoed , Therefor, our modei 
eohsMs of M mixture wergild, veetors* and eovatiarsee matrices. TypIeMtv numbers 
of miMmm nmd^d to . aemit^tel y mode! a &o^g trange between M-Ml and 

ll> Parameter Estimation 
EMim&iion of the; mode! pamosete^ (EM) 
algonthm A, JDeiBfst^r, M. Laird, and IX Robin, ^Maximum Likellliooci 1^ 
Tf&jk Via the: ;B&$ A!|prit^^ 5oe* 5 Vol > 39, pp. I -3B S I and L. BautE ei 

&L y -A MMtobmtkm Teohn^ue 0e<wmg . in- the , StatMfcal . A^lpir of FroNMiStlc 
Fis&etidsm Mail!., Stat : , ¥6t 41 > pp. 164-1? 1, 1970, 

of whieh are. hm>rporMed foy : i^fer^eias : though feBy set forth tamo, ,4 pmetlcal 
^ppikado^ of the otsd&te equations cm be fouiid lh P.v Ee^nplds, R, Rose, "E^bw Text 
fodejK^^ Osmg GamsIaTi Mature Spmkor Models^ IEEE 

rr^m?&>^ mi ^SpeMh andMidio. Fmmmiftg* Voi % Ma I > f*p< 12-83 > Jm W9% which is 
tmm^omM hy.mfptmm m though fully sei forth herefe. The parameter. eglmaMop 
algorithm is iterati ve, At eaobiferarion, a Bew sot of mode! parameters are determined 
which insvie^e the total likelihood of the traming f aiteros against ihe emTeru model & 
genera! Ixmv^sn <h!(> iterations of the pm^metet .ujN&gte eqe&ti cm repaired: before . ssiodel 
convergence* 

fi) immiizmmn: The M mean veetors of. the mode! are ItM a&e 
jo randomly oho^en dam veetorg in the traming set of T vectors, 

- ^% r ^ M%i. The M covananee veelom ar^e ioitialteed to have 
imst v adaBee for eac h feaiop elensent aod mixture weights 
initialised to have equal weighting (kg. 5 .W l/M ). 
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12} Uemtwe iip^ate: Assuming diagonal c^varia^e matrices, the 
observation pobaSrfllty, ctn be express^ t^j, 

(Bqn. 123) 

probability of rh« mih tnod&bd O&ussi&p pven fbatee sector i. , 

The uf^ate eigu^i&is for the mixture weight, me^ vectors, aitd 
Mlm^re weight update 



1 r 



M&an ¥eci0r update 



Diagoeal-CovarM^e update 
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(4) IJkei&m&d; Tim total Hkdsfi0@d |(Es|rL of ihe dM& 

iiemiicm J should be greater iMp ih#t i*jL Moce that over- 

Iter&tmg cms mduce tie:|^fem^nee^ tie .classifier,. 
10 hi Pr^o^es! C^nsidefMions 

se vens! p^dcs! ranges for the pararriet^rs thsl be ateerved during 
mods! ^limafioii in ^nler daienitime whether or not the coiive^g^ce erltsm lot the 
xmtm ve EM -algonthns k sstteRed, White afeotet^ crilfiskart thai total likelihood of the data; 
against model shaidd incrpsfe M e&sft i.tar^ti^, ihp fellpwiiig ^'tmet^r orange?- should be 
IS m^ntainedv 

ff* > 0 

i\\ Nmmm Algorithmic Efffclen^y for Ltkelifiood Ctaic^latiosi^ 
CmBp^;a!ipB: of the: li kelihood of m individual featu^ vseior agai 'tm ® kmmn mmM 
20 is generally mpfessed m the J&gHiomtm id avoid ramierical. imderflow pfofeteim*. 
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As meMioned^ we can expand Eon. I S by mseiimg Bcp> 13 for ): 
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(Jg#t 20) logi?(il Jl> iog|£- mi -th I 

i^irjfteM 1 **** ■* 



[ :0* j 

Sv^I^Mion ©f Mqtx. 2© reqwm M exp operations, m$Mpi&$» .:*ifd o&e tog 
opemtiom In gerser&L we observe; tliai one Gaussian tends to d^miriate the likelihood 
cdtopuMioii.. Tbei^forev if It is assumed thai oiily ®m Qm&mM 'ctminb&im mgmfm^nily ■ 
tk& mmmmng M i Gauss^ns have xero-prob^ilii:^ i% mn fee show^. ,that; $M mpmmm m. 
Eqm 2&€m fee approximate as follows, 
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Hers is a mlx*i^-densl?y dep^dent cosrstaBt tiiat cante pm-compy^d as mn-time, 



Faster computational ^v%g&f<sr -Eqn v 21 can fee obtained &®ngp&?iM: ^istmce eiimmmmn 
(PDE) mdJkMure camp^Hem rmrdenng { ECR} as ^scnbei lti B, Fdlom, $mk&y:&, h 

20 ffe§£$, '*1Fas* 1 J te! i hood Cdmputaiion T^htii^iies m Mmm$&H£%h&whm$& mmzh for 
Co^imm>$^ : SfH^oh . Reoogrri tios*/* s^hmit^d, IEEE Signal Prmes^ing Eeiters, Jfmhnmc 
kim. pf pmtml dkimm ^itt^mmtk Mmmpum Bqn, 21 fer tteir^t mfeloi^ GiLagsten 
(m— 1) iti its erstir^ty and only partially compute Eqn> 21 for tfce reiiMmng mixtures Motfe 
fe^-lhat slpce 21 seeks to determine tfee mixtw^ component whigh m&xiim^s Ifee 

25 expre^iOB oolite feft^hand-side |LHS) of the equate, the $ummMi0n owr the B v^ciot 

elements can be prematurely stopped, as soon as the- partial ^ciimalMi^i: : fktis below thai, of 
the best-sooring &ix&zr&- The.end^Ml.t s* that we oompote the entire eqo&tion for st least 
pm of the Gaussma ba$& .f^r^tidi^ Init ^I^v^krtl^O V compute the e&p^sslon for some or all 
remd^ing m^tO!^> !The PDE algoniJim is guara^ieecl to 0mih§ mmm output vatee as the 
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S o^mf lele of Bqn, 21 . ^ Egn. 21. were to b$ ^omputfed as shewn}* Mpm? 

PtM mkmm the compotatian fey 10% fcas^d o?i esijplpcal airnulatiom. 

The eflecuve^sis of the PDE algorithm c&n N entoce4 whets eombmed with 
.j^Mm^^^gnem rmnhrm^ (FCBl PCR smks to re~«der the sequence of features 
computed in £he summation fenn in B^ts, 21 that thfc partial psmmatior* quickly 
1 Q appmximates the : tsm- v aloe of likdlb<^ oompuied over ail the Me3i>$M$, Ths re-or^png 
of 'tlse'featMs seguen^ /(/fMs ^tetrtiifte-d from. observM: d&ta, . FCJE 

eomblMd with M3B^u^§. the €0m^tatiott : :of Bp <M fey 30% based on emgmcaf 
#puM« Note to Ft>E^d :BCE both assise that the ^eat^t^e^bbor^ 
appxmiH^fioator Iog41kdiho&d calculations is iised. 
I S e> Moctel Generation I : mp|efne»mtioB 

Fill 14 is aiis &BTK>isted sequence cl*&gr&m sfe$etifci%^^ of &#d$3 g^miiion 

within S&MNL. A calling entity 902 imtiates mode! .ci^tnm via the use of the 
AodioModete?: object Tie inputs r«:qmre^ fbi -tte AudioModeler i>b|ect §06 art M 
AtidBe^aly ot>|eot 902, wiiieh contains the set of featui^s to be modeled, arid a . referee 
20 lo the model to fee CT&sisd , This i^fem^e is passed to the AudioModete object 9M S md She 
model if a^tfed iii-ss&t 

3 , Me#a loot* itffcati oii 

Concept O verview 
The goal of the modts identification algorithm Is decide whether or -not -the 
25 materia! aMer test tmteftes otse of the J &0fcgs tedded % the system. If the splits decides 
that the audio is tern one tif fe molded $«p in the a 
slMsifi^aiicm of whlfeh song ite material is fmrn, 
k MMl>onMtios/Slad$ties 
The :• ktentiffe\ltio^ task c&n be east as a binary h>^tfeesi^ problem, tlmi&r 
30 bypotbesirlli we eonclisde that the &u<fi<> imd^rq&^ 

kt*ow& mod&lls \ imJ v .$)> Vttmr hypothecs B(L /w*.con^]^-flwttthe audio was not 



hypothesis ■ problem is ihe likeliho^<l-ratiQ 



fa other words, we compare tie ratio of pmk&UM$& th&tihe feature $eqL$eoce % emitted 
from toow?i mftdtet .% &g#:m& the pr^^bili ty :?hat iM Mmm mqnmm wm mmmd from -m 
xmkm^n source A- a s#g not in the dMabase), The resulting ratio b -coBipared. te> a 
steel si 0?s threshold © It the mi® falls below the threshold we mmi ude h ypethesf s Ml, 
otherwise we exclude hyp otMmMl , $n the k^£&mm% the log-IIfcetihoad i^tfc* ^roqessor 
becomes. 



obt^imul l>em song .ofeM6ed ffoiii 
in finite dai&i&&$& ' sOBg outside of 
ssiodeied dst&hase 

It frciear tot tlie fiMlem on the MIS of Bqn< M can fee expressed as a 1 me^ eomfei^ati'dri 
of OauSskti basss fanetions, eMdriated from the m&g. coBsidemkm for the test. 
However, the mode! A ? that characterizes the hypottesis is T*oi ^o ele^rly defied. 
20 Currently* otir solution is to model A- .using the top M rarest models to ':X pk0lti$ing . 
EqtL 24 heeooms> 

CBqm2S) fog j?(T j A^} ^^£NfC^I4^) ^ 

obt&i ned from sot* g 
m Imite daiahas^T ofetamsd irom 

songs imideot 
molded database 

Here> A.^ Is used to denote the v^itb":-di€= hi^h^t^Uk^iho^:fbr-die uoknowsr 

test observation seqeeiso£ .XmA u^dtd <fen<>fe- tl&: : n«^t"M scoring 

26 Models, tor same test observation sequence, The gp&i hem is that t&e pCKtel fbt condition Hil 
should model the e&se of -^mf^m^^msefot while th$ fet term in Iqn. 2S should model the 
case of 4 ^^qalaf* mtig we me mtore^ed in . In the next sptidri* we consider the search 
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5 Mfecha^isn^: Mote that ihe second normaii^i^. ierirs m Bqn. 25 ftas been. 'v§&4 for prqM&ms 
soeh i Spte Vote ¥eiifieaik»>. This teetoique is sometimes r^feTtrf to as %oho*t 

s . Search Algoii ihm 
<M ven sft UT?teowri seqMnce of T Messed feature vector X ~ g . * % }, and 

10 Mow& modeleci set of U mm wi#^^^i^:01^^ ■ I* the search 

#fmed. as follows; 

of all song models to zero. All songs are assomed to acti ve and 
potential candidates for i 

16 ( 2} (Jpdme: For mA mipe #oisg : naodd* pickup oi^ feaput^: vector 

fern the stmam at tima instant t and update fe e&cfr 
song model* 

20 (3; prum:. Mitt a sufficient block of. le&^ses have bses^ 

examined* prane a frae#on of the remambg models that have the 
lowest* iog-iikelihood m$m C|s|. If ffewa* ife&p ^| vini^J^j^aii^ 
do not pmm. mxd models (sis^e . fey ..^ x r^irt<i to compute BqTi. 25) , 
(4) Bepeal: Eepe&i steps 2 and 3 nnti 1 W*| po^ls.w?tiai?i or all 

26 feature v^tots -it*, the stream ha ve been ciwumed. 

iu V^rific^l^n Algorithm 
•tltil^iigithr^i. mmleis with the I&rpM iDg-ykeiibooci, hypoiheske tte lte- 
moderwitb the isolate --h^h^-.Bkdlih6^i$ the gong ^ep^e^ang the unknown fe&nire 
seciaenee. We testthis hypofe 25), If fe computed 

30 log^iik^l? hood ratio falls belqw the thtmhoM, we assume that the usi known 1$ not a ?no^ ted 
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5 song it?, our xMs&ass , Otherwise, the best matching, modei Q ,e, 5 lite one with the highest 
BkeiiNood) ^ assumed to be the song thai i^prasents the unknown (our «ft 

Media IdeMitleMion Impteme^Mtton 
FI<3, 1 5 i s an a^otaied seQuer^ca dMgtani cfcssrihmg the poae&s of sr^dm 
10 identsfe&dcm within SAMM< The imple^nlation of the 3. Media 1^ 

4a>i|a^'t6 1, ffestumandl. M^lia Model Generaion. A eal li ng eo tliv 9Q2 initi^es the 
id^iiB^Mfen pmoess via toe yse of fee ^udioSeaixli object 90S. The inpum fequirecl for the 
AsidioSearch ofej^t #02 are an,Aii#6^aIy^er object 904, whleh £tmi%*i& the set of feMums 
to %e sem^heA and a reference to the Imtmmas^ claiatee a$cd to store all the faowB 
1 5 models against which § AMM is; camparing the unknot a&dfe I pp&± 

Aeoor(iingly> novel systems and methods tor protecting digital works have besn 
disclosed. WhM&m appifeatiom of &e ioveMioo have teen shown bskI 

described, i t would be spp&n&n m those *Mlhd m the- art Mm ttmr^ mommmMMmm^^ 
pmmhl& without cfepartiiif from the inventive ooecopis herein , The feventlon, ihemfer^ h 
W not m be mstrbtod except in the spirit of the appended e § aims . 
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What Is claimed is: 

!. > A method of MenH%1:t*g tmnsmissi dm of digital worn earned s*ng* 

maialMBing a registry identification ot' digital works; 

im^Madrig a i^etwork !M$t » picfee^te^d digital signal; 

mr^dng ai feast d^feata^e fmm i]n,mMmmm <%iia.i signal; 
qomjMarmg ttle extracted at least one &Mure with registry information to »ss 

whether tha at least tm£ cUgMI signal inciiife a. Ig^sgs&ston i>:f mt. tet. erne 

portion xtf a rsgteteged x&gii&l; work; and 
i&fcspg asoon M$&3 on the recall of the comparison 

2 , Use method of olaim 1 , tether cpmpmtng the step of initiating an action based 00 
the : .mult of the mms^sm-titeg* wkm4m the mm® m in memdm^ with at least 

3 , The method of elate 1 , wtemiti said mtkm comprises iie df t^Wdirig. 
mfomiatlon klentsffi^g tr^pi^t^ns; of digii^l works* 

4. He method of dairn I > ferther comprising the step 0$ m£mc$n$.th£ vmipkM §Mmm 
from the digital iransmlsston and dfeiWOTittl^ is autfeoriied to 
reeely© a i^glstered work itfelud&d in the at least one digital signal, 

5 . Tfee method of elarm 4> &rtte &m$jti$iig U» step of initiatl ng an action based on 
the result ofa*^ :$i£p : , wherein the action is in aee«laBe© 
with jsre-de&ed busiaess. rules > 

6. The method of dakn I < forther eotnprismg the $iep of e^ts^stog. the source address 
from thit digital tmnsnlission and efete?minmg whether an ^idclre^s is MStteri^ad 
transnnt a ^gi^ter^d workindadeci in at feast « digital signal 

7 , The method of dai m &, further eornpd &i ftg the step of Initiating m mtkm hm$& m 
timmmM of auth on zaiion iden tl Scation sfcep v wherein the aed 00 is m accordance 
with pre^fir^d business mlea 
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H $ , The niethod of claim 2< whet^n the at least one business rules is selected from the 
set -consisting ..of; mtetra^tmg transmission of the#la^sr.owdigi : £ai signal; 
providing a mes&age io the recipient address; pro viding a ..menage ^> the so$i?^e 
addnsss; mfenlng the incipient adfess to a commercial site wher^ re|M#re4 
digital work may be purchased; forw^ding an advenisement to the .m&p lent mklmm; 

1 0 recording infenmdon about rile tr&iison ssipn ; m& importing iofdrraaiOT afeoat tlie; 

tx^nsmlssiorL 

9, The rne&pd- pf cimm . 2,. wherein #e;&i least one . harness nuies is selected from tho 
consisting of: insetting dif iWent digital consent into the transaction; or replacing 
the digital content wife other digi tal content, 
IS 10, Tfee mcihod ot claim 1 , w herein the at least one digiia) signal eomprises one or mom 
of digital audio initiation, digital video iMb^m to , digital, text, software* or 
diglt&l imago snf oirrnation > 

The method of ck*m 1 ¥ fynher cornprising the step of preparing reports including 
irsfenBMk^ digital works. 

The loethod of elasirs L further corhprfelng the stop, of ^twork traffic analvsi$< 
13 . The snath od of claim i > whefei n the at least, one Ifeatiim extracted torn the digital 

signal Is selected frosn die group consisting of: file name, Mio si^e, fife t^p, source 
iMldress s reelpeftt address, metadata iderjtifiers, a waMrmark, a life hash, protocol 
tvpe> text content, and enough data to g0fi^ase:-a ^c^t^fc-^i^Ni Sogerp^nt. 
25 14* The method of claim I, further Ooo*priMng the step of generating eonlent-hased 
fingerprint Ik^m tbe at least one digital signal, 
15. The method of claim. I* wheirein the registry includes concern-based fingerprints 

which represent digital works, aridifee companion step ine! odes the comparison of 
Bngerpnntfe) generated from the at least one digital stga&t with lingerpnnis m the 
30 regkim 
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The method of c^&m 1, wherein the assessment of whether ihfc. c<$mp&ti$®$. of a t least 
» extracted feature with registry information is i^rfemied according a ysr&fetiy 
of comparisan eniesm 

Tlie method of claim ! > wSerfein the m$ istry is eom^Dsed M nifomimmn pmmmng m 
vopyri gbtod works . 

The method of claim L wherein the action t#m is la implement a.strMegy to eaohe 
ce^alri digital eontem m the network . 

The method of dato 18, wherein the action takers is b&sed oti gsographto or network 
tofjolog tc i^lton^aliOTi as$ockted with the destmati^n of tM t^n^ml^lto.< 

method of claim i t wherfeiti "the at least ori£ portion compnsos l^fbrmatioir that 
«pese^; t he emirc #giia| work. 
A digital iv.ork^.id^Mffi^ compr^mg:: 

a ffe&t nmmq^ lbr storing Mcri^atlon pmifttiog identification of:digital. works; 

a digital ittpol Reiver for t&eet ving Si least one pacfcet-fe&sed digital signal 
transmitted over a network; 

a second memory for Mormg &i iMst orse • p&rt J fern of at least o^e pa^kel-b^ed 
dIgB&I sigMl; tod: 

at feast « |>rofee$$or for c^taintag at least one leatore fosnt the at least orse 
digital, signal ar*d comparing xf$ at 10m pm MMum wUh the stored 
Metiif v feg M^nsmttoa 

The method of claim : -Zh wterefe m preteet eopyrighted 

works, 

The method ot' "daiin : 21 , wherein the system is intended to identify- new digital 
works, 

Tftfe system of claim 21, wherein the at leasl one feature includes data sufSelent to 
gOBen&e a eomesit^msed finge?pont from the content of the at feast one digital signal > 
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5 25 w The system of claim 21 > wtereiii the, at least one %aium feature veeioxs 

generMe4 : fesif> tlie feom^Bt of the at feast erne digi tal signal. 



t6, The system- of claim : 21, wMmin at feast cme digHal signal comprises one &tmom 
'M 'dig kal .-audio mlfennatiosi, digital video infom^don, digital ^p^^tttim of t$xt $ 
software, and dighai image inibnn^tton* 

10 27, The sy&tem of 'claim 2ij:Whef:ei$i ::: tlk:^t:'k^st :on«'-.pr<K^w:id^nii4^' digital wte 
carried by the at least one pa^k^t-msed digital signal 

28 , Tbe %^m of claim 21 > wterad n the u feast mm pmkm~bm&& digital signal is 
ehsr^ieri^e^l t^ M least oiie oft a soar^e addmsa; or a destination address, 

29, the system' Me las vti 21> farther comprising a IMid memory for recording the 
1 8 ide n titled traasfrn ssioos < 

38, The system of claim 2%. wher$i r* the third memory further includes a transacti on 



3 L The system ®( c\wm ■. father comprising geae«tor for generating reports 

m mmmimwm carried by the m Umi mm pm&cir&m&d digital signal. 
20 32> The system of; clai m 3S , farther 1 composing a traBsaciion ?^c|ii&st M>.ker f or 

idenhf y feg whether a destinad cm address Is Authors sed to reee! ye the eantem of the at 
ketone dlgk&! signal 
33. The system of -&\nlm 3% Hnhvt.qtmpm f$pd$mblm$ trmxmte&m of at 

least a portion of the at least oite pctet -based digital signal if tkm destination mMmm- 
2B m not au th ors ted to mem ve the ecmierst of the at least ope digita l signal < 

34> The system of elalm 2S, fosther eompmlng § transact* oi* req uest broker for 

identifying whether a sooree address is ^uthoiised to -trsiismit the cedent of the at 
least one digital signal 
35; The sysiem of efaim 34, foither eornpdsing means &r disahlmg tra^smlssior) of at 
30 feast a fx*rtkm of the at least one. f aefcei-based digital signal if tne so&sm sdd^ss is 

not autfton^d to transmit tN content of the at least om digital signal 
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5 36. Trie wstem of claim 28, further comprising a message generator lor & 

menage to fee source address or destin&o on M& mm upm demctmn of m identified 

37. The system of elairn 36, wherei m the message directs a dtesfJfttfktti adfcss to a. 

commercial site where aiitlioriEatiOii to obtain iim desired ; cdfiferii may be pm^h&secL 
10 38, Ths system of oimui 28, wherein &i\m contfeiir m inserted .imppt wmmmmm,. 

39 , Tkmymm:®( clmm M* whemin other e&rit&it is sufesticuted into. the inm^missioB > 

40, The system ...of claim 21* whei^iti the at {east one psm^ssor includes: 

a eoM^nt type recognizer for yantifylng ihe <sf A p^&&4ffim4 digital 

signal. 

1 § 41, IM system M ctaJ m 21. > wMmm tim m, least one processor ii^i^fe: 
a content itotifler for identifying the eontot of a p&cta^ 
43, A digital works IdeBiificatioii system comprising: 

a fim dM&bsse containing features of digital worfcs; 

a digital itx$mi mmtv^r f^r recei ving M least one dlpt&I signal efearaeted^ed by a 
20 source iMMress and a reeipie&t mispress ; 

a !s«io ^Ir^lor for e^tmeting leamtes from the digital signal; &r*d 
a feature compactor fm mmpmng features extracted tern the digital signal 
against Mture& eontained in the database 

43, Tile system of claim 4:2, wherein the daiatee-fiiitfe eomams aiithoriMtiori 

25 indi caters m&ating whether an intended recipient is ^thori^i 1c recei ve pmtieular 

extent. 

44, The system of cMin 42, wte*ein the datable farther eontai?>s katlou 
iBdieaiors Indicating whether m mmdmi souree is ispt^n^ to- t^iimit a partienlar 



3D 45. A method lor cendueti ng a business enterprise, the method eompming tlie steps of: 
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5 .mafefaining: a first database for stori ng features permitting the ifed fe&iion of 

regBtemd "0 gital. works; 
'it)ismit^^-a-=ti^\^k for tmnsntfesioB of a t least orse -M^i^^^^-cim^^iss^- 

by a soutoe and reclpiem address; 
e&lraetmg at least one feature from the at least one digital sign^i 
1 G c^mpmftg tap extracted at least otW feature with features fediB the database to 

detemsme whether the digital sigtmi inclades a registem! digital work; and 
t# mg action based or* business rotes. 
46, The method of clkiirs 45 wherein said Uifei fig action comprise reeordMg mf^mation. 
ick^tlMng: tm^smkslons of r^gislered digital worki 
IS 47. The methcMl of etoni 41, further compising the step of deteptHning whether a 

m^ipkm nMrm% k mtiwdmd to. receive tmnsmmsioo of: arregtstered digka! work. 
4:8 > The method of Mmm 4S S farlher comprising the step of imti^mg an &etk>t* b&sed <p 
the result of the ::sdeft&Bc$i*o& step, where^ti the action is in aeeord^ee with pre^ 
defined feusirsess rules; 

20 49, Tie method of claim 45 ? further ^OTnprismg the st^p of gener^iug at least one 

feature of a regkte^d digitial work, whei^m the st least ooe feature iMl^des featut^ 



5 0> The method of dsim 43 s wherem the & least o» f earnr e imi odes, sou^oe MtteM. 
S I The isiethod of sMm 45, wiiereb the &t least one fe&tee incl odes desti rmti on 
25 addre$s, 

5 2, l^e meth od of zimm. 4§, who? ei u the at feast one digital signal eompmes ®m m 
ixt0x&-0 m&m mi<mxm&Mi f video infoiTnadoo, image mfbrmalion, digital 
fepmsem^tta of t£Kt* or&oftwas-e. 

53, The method of claim 45, further eompn$ing the £tq> of soheitmg ow8#$ : of digital 
30 works to register ^gital works with tM hmmm$ simzpmm.. for meiuslon in the first 
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8 $4* Tin met&ocf of eimm 45, farther mmpcismg the step of obt$ in mg v ^1 ue from owners 
of digha! works; hi e&efcange. for re§istra£ioB of eigit&t works m the fmt S^Mmm, 
55, The method of claim ;45; ftiith^r comprising dg& step, 0M>tmmn& value w&m mtmmk 
|M>vl<teo or network operators in exchange for providing a copyright proieo^on 
sptem or copyright protection; service^ 
1. 0 5Ci The seethed of e) aim 4% father cosnpri sing the step M'.'.mfptmig m intended 

it€^pk#l not a^^ii^d. tat^e#ye: : ;a : regist^r^' d8gU&! to 8 commercial site 
^%^-^^6B^'0»to receive tlic ^l&ta*e$ digit&rw^fe may t*e poreh&sed, 
57 , The method of ci aim S6 tether compiling the $iep of soJiehmg vaiaa from 

coxTvr^TCia^ $ie& w stihigh. mi§n$&& recipients m® referred b^^bmimmmim^m, 
15 S 8 > The method of p\mm 47 , forther eomprtemg the step of pmc$ &8Cmg m umuthorlzea 
r^eipent address feom feces -ying ^interrupted tr&ostm mm. of a ^gist^d digs t&l 
work. 

£9. The method of claim 45< .further comprising the step of detersmmrig whether --a sou^e 
Mldress authored to transmit a registered digtol work, 
20 60, The method- of t4mm $9,. further oompHsi&g the $tep of pteelddirsg to ^athorizad 
source adites/lroiB ending ur^ptm^pted transmisskm # a registered digital work. 
61. The metli0d of claim 41 ¥ Mrthf ar cmipMmg the slep of kaii^t^iig a m^sage ti> an 

ueao^hm^ed TeeipieBi address, 
62; The method of claim S9 y further eoni|>r|smg the step of tmnsm* tii&g a message to an 
25 maathoo^d address, 

63. The method of cMm 43> farther comprising the slop of i&serdBg digital co^teot into 
the ir^iism^siQii. 

64, The method of claim 4S, further eompismg the step of sOMtitadng digits! consent 
Mo the tmnsmissioi^ 
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5 631 The method &f claim 6! > wherein the message incliides msirucdorss by whk& ar* 
^s^ull^dn^l. address may purt^s^ to i^Mve a mgistered 

dsgd&I work, 

66 v The r^eth of dato 45, wherein the ideotl &m of i^gist^cl digital w^rks are 
gen^rat^d fmm the £^!&ni of the digital worfc^ 
1 0 67 v The rnethod of daim 45, further compmiisg the step of .mamiami^g a second 
debase reeordmg trapsroissions of digital works over the network, 
68> Tt&e method of cl aim 6? whereltv the second database ineiude^ incipient ^dd^s^es. 
HSL 'I- he mMhod of daiiti 6?* wlitereis> the seeoocl database i netodes source addresses, 

70, The method pf clmm 07 > fiit^rmn^ming^.^p of preparing reports inefeding 
1 6 tr^aeticm mforroailorL 

7 1. The method of cto fertetm^ mp®m, 
7 2 v The method of cMm- 45* wherein the network inetedes a eoors ee dcm to the I Bternet 
73 rs Tbe method of: dmm 4% further eoiBpristug the step of tmin tmmng -& second 

database re&0rdh% iiiferaiattdB: idemlfviBg txansmi^ions in digital works overthe 
20 network. 

74, A r?«bod for a! taring the hehavi or of a device based on the transmisefe^s of digital 
worte compiling; 

mai otain mg a registry of mforrriahon perr^M* n § i deisti fe&tloa of digital worlcs ; 
iBomtddng ji network fdr tTans^seioti of at least mi® pcket-ba^ed digiia! signal; 
25 e^tmeiing Ht least one feature from the M feast one digi tal signal; 

ocHopsrmf the extracted M le&srotse fe&ttire mih registry mfoTmadtm to &$sem 
whether the at least otie digital signal Jtj&ludes a traswrnssiorr of & registered 
digital work; 

aeeonuuedng s^ti.stleal me^yi^ments. of the feMuies pf the transBtkt^i digital 
SO works; and 
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^il^ l 



Si. alterkg the. ft»tional behavior of fte device feas^a tte mmpmsotv of the 

rransmiited work 

7% Thp nieshpd of ?4> w hmm® the device Is a network comp^n^t 
?-& The method of claim 74, wh«i the fcn^uonal behavior thai is .altered is a! locating 
bandwidth tpdiffei^Bt categories ®t metw^k, us^> 
10 77, tie method of claim 74, wherein a database of fmque&dy Identified #gs.tal wodais 
msmtamed sueh thai these worte could be Mse^ed iMo iM digital stream iti pfee of 
me origm&f s^ree tra^mis$ioo , 
78. A repstrv of digital w A eampMrs g: 

an Identifier tso: link a digital worfe M Msociated infbm^tk>B ahoyt the work; 
IS at least one f^turfe of the digital work permilting the digital woric to lag IdmiiSed; 

1»i$in^ ifmt iMicgte tow the digits! work may be tr^ismitted ow a digital 
stream, 

7% The method of tMm 78, wherein the at least o»e feature extracted fttm the digital 
signal is Elected from the group cansisu^g M: file: name, lite sim file type, morse 
20 add^.ss* recipient ^ddr^ss, metadata identifiers v a watermark, a file hash, pD&qoof 

type, text content, snd & dotitfejt-^sfed 0^fptlni. 
SO. Tbe method 0f e!Mm 1% wbeatin the hi^n&ss rates Ibo a partleofar 

addi^s or raage of addresses is authored to irumn%Wm^digtml work. 
1 1 w The method of ;&Jmm: 7%. wherein the harness roles mdie al e whether a partlcolar 
25 Mfd^sa or range of addresses k mihmmd m mem ve said dipmi work. 
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